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Initial reconnaissance 
 
 Reconnaissance, is very first step of engaging your target and gathering information 

about their systems, it involves many different techniques such as: 

 

• Content discovery for hidden endpoints and parameters. 
• Checking contents of web pages for hidden comments. 
• Analyzing JavaScript files served. 
• Enumerating subdomains and finding hidden gems. 
• Mapping their network. 
• Finding open ports and access points 
• Identify active machines. 
• Fingerprinting softwares used e.g operating systems, web servers etc. 
• Checking their public code repositories e.g searching on GitHub or GitLab. 

 

After gathering initial information from aforementioned methods, we will engage 
target and use the information. 

 

Let’s check our target on https://hackyholidays.h1ctf.com/ 

 

We will do basic ones such as content discovery for hidden endpoints and checking 
public code repositories, for content discovery we will be using common.txt wordlist from 
SecLists [1] which could be found on (https://github.com/danielmiessler/SecLists) with 
fuzzing tool called ffuf [2] which could be found on (https://github.com/ffuf/ffuf) 

Sample syntax: 

 

After some period passed results from web content discovery looks like: 

ffuf -u https://hackyholidays.h1ctf.com/FUZZ -w [PATH]common.txt 

 

https://hackyholidays.h1ctf.com/
https://github.com/danielmiessler/SecLists
https://github.com/ffuf/ffuf
https://hackyholidays.h1ctf.com/FUZZ
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As we can see there are some directories but interestingly there is robots.txt, which 
is used for preventing web crawlers to access some hidden endpoints but still giving a great 
idea for attackers to check for. 

 Let’s view contents of robots.txt by directly visiting it with our browser. 

 

 Interestingly there is an endpoint /s3cr3t-ar3a which is labelled with disallow tag for 
web crawlers, let’s check it as well. 
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 When we inspect active DOM of the page there is a comment done by developer, 
which is mentioning /apps directory which is also find by during our content discovery, but 
this points out that directory meant to be hidden as well. 

 

  

 When we visit /apps directory, we find out many other endpoints for engaging which 
increased our attack surface drastically. 
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Engaging apps 
People Rater 

 
 When we visit People Rater app on our browser, it had following contents: 

 

 

 

 It looks like application gathering more information when user clicks on Load More 
button and when user clicks on any name shown, a message box appears with their rating. 

  

 Let’s view how application interacts with those functions by analyzing requests send, 
for doing this we will be using a proxy tool or developer tools of our browser. I prefer using 
Burp Suite [3] for this. 

 

A request sends when we view user profile looks like this: 
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 User makes request on /people-rater/entry endpoint and on id parameter data send 
looks like encoded with base64, when we decode encoded value it appears to be json data 

 

 

 So, client sends base64 encoded json data, which looks like potential victim from 
insecure direct object reference (IDOR) issue. 

  

 Insecure direct object references (IDOR) are a type of access control vulnerability 
that arises when an application uses user-supplied input to access objects directly. 

 

 For verifying the potential IDOR is in place, we must check currently available 
information of users, so we will load more users. 

 

 When we analyze request send for loading more users: 

 

  

  

 It appears to be application is loading 5 more users; therefore, we will try to get all 
available users, in the end we loaded 16 users and when we view very last user loaded id, it 
must be 16. 
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 When we decode eyJpZCI6MTd9, it results as {"id":17} which indicates very first user 
must be starting from 2 on actual users, so let’s encode {"id":1} and send to server, it 
returns: 

 

 

 

 So, application was vulnerable to insecure direct object reference which was letting 
attacker to gain information which was not publicly available. 
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Swag Shop 
 When we visit Swag Shop app on our browser, it had following contents: 

 

 

 Initial engagement shows that application is requiring some login for purchasing 
stuff, when we view traffic send by client via Burp Suite [3], it reveals that there is api 
endpoint. 

 

 

 

 So, we will try to find hidden endpoints for api by using ffuf with common.txt again, 
with following syntax for catching all requests and excluding nonexistent ones: 

 

 

 

ffuf -u https://hackyholidays.h1ctf.com/swag-shop/api/FUZZ -w [PATH]common.txt -mc all -fc 
404 
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It appears to be there is sessions, stock, and user endpoints for GET based requests, 
let’s check POST based requests as well with following ffuf syntax 

 

 

 

 So, fuzzing let us get two more endpoints unknown to us currently which are sessions 
and user endpoints. 

 

 Interestingly server responded with 400 response initially, which mostly occurs when 
parameter is missing on the request. 

  

Let’s check hidden parameters for /api/user endpoint, we will be using following ffuf 
syntax for enumerating hidden parameters, since application is returning 400 response 
initially, we will be filtering it: 

ffuf -u https://hackyholidays.h1ctf.com/swag-shop/api/FUZZ -w [PATH]common.txt -mc all -fc 
404 -X POST 
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 It looks like /api/user is having uuid as hidden parameter, guessing uuid values 
randomly is very unlikely, since they are a 128-bit number used to identify information  

 

 So, let’s view contents of /api/sessions by requesting it as well: 

 

 

It looks like application is having some misconfiguration and leaking session 
information for their users. On leaked information third value looks a bit different, when we 
decode it appears to be a valid user information was there: 

 

 

 

ffuf -u https://hackyholidays.h1ctf.com/swag-shop/api/user?FUZZ=1 -w [PATH]burp-parameter-
names.txt -mc all -fc 400 

https://hackyholidays.h1ctf.com/swag-shop/api/user?FUZZ=1
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 On decoded data there is uuid and cookie values stored but we do not know that 
how application is handling cookie, although we know that /api/user endpoint was having 
uuid as hidden parameter. 

 

 When we request /api/user?uuid=C7DCCE-0E0DAB-B20226-FC92EA-1B9043 
endpoint, application is retrieving user information: 

 

 This kind of issues are called as improper access control, while insecure direct object 
reference is subcategory of improper access control, we are not sure about that if logged in 
person is able to view other users’ information. 

 

The improper access control weakness describes a case where software fails to 
restrict access to an object properly. A malicious user can compromise security of the 
software and perform certain unauthorized actions by gaining elevated privileges, reading 
otherwise restricted information, executing commands, bypassing implemented security 
mechanisms, etc. 
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Secure Login 

 When we visit Secure Login app on our browser, it had following contents: 

 

 At first glance, this was looking like simple login form. When we sent random 
username and password, application retrieved following error. 

 

 

 That allows any attacker to enumerate valid username on the application, if there is 
no rate limit is in present, attackers can retrieve usernames, since no rate limit is in present, 
potentially same case happens on password verification as well. 
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 Which leads to bruteforce of valid contents, so first we will use following ffuf syntax 
which allows us to find for potential usernames. 

 

 

 

 It looks like we were able to find a valid username access, now let’s see what kind 
error occurs when we try to login with that username. 

 

 

 So, application returns Invalid Password error now, we will be using same ffuf syntax 
with a bit change. 

 

ffuf -u https://hackyholidays.h1ctf.com/secure-login -X POST -d 
"username=FUZZ&password=password" -H "Content-Type: application/x-www-form-urlencoded" 
-w [PATH]names.txt -fr “Invalid Username” 
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It appears to be no rate limit is in present for login attempts with valid username. 

 

 

 

 So, we were able to find password for our user, let’s login with the credentials. It 
looks like our user is lacking some permissions. 

 

 

 Let’s analyze how application is handling our session, so let’s check initial login 
process. 

 

ffuf -u https://hackyholidays.h1ctf.com/secure-login -X POST -d "username=access&password=FUZZ" -
H "Content-Type: application/x-www-form-urlencoded" -w [PATH]names.txt -fr “Invalid Password” 
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 It appears to be application is setting cookie with securelogin parameter, value from 
parameter looks like encoded with base64. Let’s decode it. 

 

 

 

 Decoded data is showing that application is using json data with cookie and admin 
parameters, ironically value for admin is set as false, most applications failing to verify user 
session and trusting permissions stored on cookies. So, we will try to alter value for admin 
parameter and set it as true to see if application is vulnerable to it. 

 

 

 So, when we send an altered version of our cookie, application responded with 
different contents and now having link for a zip file. Let’s download and check contents of it. 
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 As expected, zip file is also password protected, however we can try to bruteforce it 
by using fcrackzip [4] (https://github.com/hyc/fcrackzip) with mighty rockyou.txt. 

 

 Our syntax will be like following: 

 

 

 

 

We were able to find password for the file, now let’s view contents of it again. 

 

 

  

 We chained multiple vulnerabilities such as: 

• No rate limit on login process 
• Improper access control with relying cookies for user permissions 
• Weak password policy on sensitive file 

Which allowed us to retrieve and gain information on sensitive file. 

  

fcrackzip -u -D -p [PATH]rockyou.txt my_secure_files_not_for_you.zip 

https://github.com/hyc/fcrackzip
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My Diary 
When we visit My Diary app on our browser, it had following contents: 

 

 

 

On initial check, it looks like application is loading file called entries.html with 
template parameter. Which looks like local file inclusion vulnerability is in present. 

 

We will modify value of template parameter to index.php to force application to load 
its own source to see if application just reading file with function like file_get_contents 
which is just plain reading or using functions like include, include_once or require which are 
used for executing contents of it as a part of the application. 

 

Let’s send request on /my-diary/?template=index.php and see how application is 
responding. 

 

 

 

It appears to be application is just reading file contents and having basic control to 
prevent attackers to load admin.php and secretadmin.php files. 

 



 20 

Meanwhile application is failing to check properly, due to just using str_replace for 
each at once and not checking final result of replaced version prior using file_get_contents. 

 

This would let attacker to bypass controls in check with using following sample 
secretadminsecretadminadmin.php.php.php, let’s send request to application for using this 
value for template parameter. 

 

 

 

 We were able to bypass built-in checks on application and able to load 
secretadmin.php, it appears to be application also had IP address control for preventing 
remote users to access contents of secretadmin.php and we were able to bypass it. 

 

 By chaining local file inclusion and improper input validation vulnerabilities, 
attackers might be able to gain sensitive information of the system. 

 

 Local file inclusion (also known as LFI) is the process of including files, that are 
already locally present on the server, through the exploiting of vulnerable inclusion 
procedures implemented in the application. This vulnerability occurs, for example, when a 
page receives, as input, the path to the file that must be included and this input is not 
properly sanitized, allowing directory traversal characters (such as dot-dot-slash) to be 
injected. Although most examples point to vulnerable PHP scripts, we should keep in mind 
that it is also common in other technologies such as JSP, ASP and others. 

 

 Input validation is a frequently used technique for checking potentially dangerous 
inputs in order to ensure that the inputs are safe processing within the code, or when 
communicating with other components. When software does not validate input properly, an 
attacker is able to craft the input in a form that is not expected by the rest of the application. 
This will lead to parts of the system receiving unintended input, which may result in altered 
control flow, arbitrary control of a resource, or arbitrary code execution. 
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Hate Mail Generator 
When we visit Hate Mail Generator app on our browser, it had following contents: 

 

 It looks like application used for some campaign mails, let’s visit Guess What 
campaign first. 

 

 

 So, application is using some template engine, let’s view it. 
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 As guessed application is using template engine and generating contents depending 
the user inputs. So, let’s create our template and preview it. 

 

 

 Our template looks like this and when we preview. 

 

 

 

 So, application generated Alice as our name and totally ignored our input, let’s view 
request send to the server. 
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 On preview_data parameter there is json data as url encoded and sub parameter 
name is having value as Alice. So, application is trusting user supplied data on preview_data, 
but this is not enough. 

 

 On Guess What campaign there was {{template:cbdj3_grinch_footer.html}} which 
was forcing application to load some templates. Let’s try loading some local file with path 
traversal. 

 

 

 It looks like application is sanitizing / character to prevent path traversal but revealed 
that it was reading data from templates folder. 

 

 When we visit templates endpoint, there are few files and 
38dhs_admins_only_header.html file is totally new to us, since other two was used on 
Guess What campaign. 

 

When we check 38dhs_admins_only_header.html, our access is denied by 
application. 

 

 Let’s try to load it with template. 



 24 

 

 It appears to be we cannot use it on preview_markup parameter, since application is 
ignored our input for name totally and used Alice from preview_data parameter, we can try 
to trick application with altering Alice to {{template:38dhs_admins_only_header.html}}. If 
application is having double object reference, we will be able to load file and bypass access 
control. 

 

 

 

 We were able to bypass access control and abuse server-side template generation to 
reveal contents of 38dhs_admins_only_header.html file. 

 

 Server-Side Template Injection vulnerabilities (SSTI) occur when user input is 
embedded in a template in an unsafe manner and results in remote code execution on the 
server. Any features that support advanced user-supplied markup may be vulnerable to SSTI 
including wiki-pages, reviews, marketing applications, CMS systems etc. Some template 
engines employ various mechanisms (eg. sandbox, whitelisting, etc.) to protect against SSTI. 
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Forum 
When we visit Forum app on our browser, it had following contents: 

 
 On initial engagement, target application looks like basic forum software, it mentions 
that there is a section which is exclusive to admins. There is a forum section called 
Christmas!!! and has posts let’s view it. 

 

 It appears to be two users involved on that discussion max and grinch, this is quite 
useful information as we gained usernames for two potential users. 

  

 Application has login feature on /login endpoint, when we try to login with any of 
usernames, we find on forum post application gives such error. 
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Unfortunately, application is also giving same error for any random username as well, 
let’s try to expand our attacking surface with recon techniques.  

 

We will first start with content discovery via fuzzing on applications folder by using 
ffuf with following syntax: 

 

 

 

 We located another endpoint phpmyadmin, let’s check whats there. 

ffuf -u https://hackyholidays.h1ctf.com/forum/FUZZ -w [PATH]common.txt 

https://hackyholidays.h1ctf.com/forum/FUZZ
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 So, it appears to be open access to database management used by the application, 
but we need to find valid credentials for it as well. 

 

 Let’s continue expanding our attack surface, we will search for public repositories of 
our target organization “Grinch Networks”, so we will be using following Google dork: 

 

 

 It appears to be there is some repository involved with our target and surprisingly it 
mentions forum as well, let’s view it, if that repository still available to access or we find out 
cached content. 

"Grinch Networks" site:github.com 
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 This appears to be still active repository, let’s continue our journey on it. 

 

 

 So far, we find out sources for our target and there are few commits, one of the 
mistakes developers making is uploading sensitive data to their git repositories and then 
remove them after realizing but forgetting their commits, let’s view commits history. 
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Developer added some user login and session management recently and made small 
fix on the application, so let’s start with viewing latest commit. 

 

On that commit there was no sensitive info, but we learnt how application was 
handling login. Application is storing passwords of the users as md5 hash with no salt. 

 

Let’s check next commit on the repository. 
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 Bingo, developer certainly uploaded sensitive information and realized their mistake, 
but forget to clear their commit history. 

 

 Let’s use the credentials on phpMyAdmin and see if they are still valid credentials. 

 

 It appears to be credentials were valid and we were able to access database of the 
target, and user table is having 2 rows, when we check contents of the user table. 
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 It looks like grinch user on the application is having admin rights, since we already 
know that application is using md5 hash with no salt, we can try to look hash on public 
databases for in case of already cracked by someone. 

 

 We will check it on CrackStation [5] (https://www.crackstation.net) 

 

  

We were able to find password BahHumbug for user grinch, let’s use the credentials 
and see the hidden posts on admin only section. 

 

 

 

  

We were able to convert data we gathered by doing recon on our target to expand 
our attack surface and access to their admin only section. 

  

https://www.crackstation.net/
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Vulnerabilities we chained for gaining admin rights: 

 

• Sensitive credential leak on public repository 
• Weak password policy on user passwords 
• Public access to database management panel 
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Evil Quiz 
When we visit Evil Quiz app on our browser, it had following contents: 

 
 It looks like there is an admin panel on /admin endpoint, but we do not have any 
credentials yet. Let’s start examining application. 

 

 Applications workflow is like, user enters their name and moves to next step for 
answering questions, then application is showing results. 

 

 

 Interestingly application mentions There is 15 other player(s) with the same name as 
you! when we entered submitted our answers, so it must be doing some query on the 
database meanwhile allows multiple use of same name. 

 

 Let’s change our name to some boolean checks for potential SQL injection like ashka’ 
or 1=’1 if application returns results more than 0, it’s vulnerable to SQL injection. 
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 It appears to be application is vulnerable to SQL injection, since it returned There is 
861221 other player(s) with the same name as you! as answer, meaning that or 1=’1 part 
returned all entries on application. 

 

 Potential query on application should be like this: 

 

 This kind of issue is called second order SQL injection, since vulnerable endpoint is 
different than data submitted to the application. 

  

For exploiting this issue we could either use --second-url option of the sqlmap [6] 
(https://github.com/sqlmapproject/sqlmap) or make our own tool. 

 

I prefer making our own tool since sqlmap generates too much unnecessary traffic 
and noise on the target. 

 

Firstly, we need to be sure with DBMS and we wouldn’t want so much time to for it, 
one of easiest ways to confirm it using # char as comment, since it’s MySQL and its variants 
only all other DBMS will fail so, our boolean query will also fail. 

 

 

select count(somecolumn) from sometable where name=’$user[name]’ 

https://github.com/sqlmapproject/sqlmap
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Since we do not want to spend our time so much with fuzzing potential table names 
and want to get admin access, we will be using following query sample with following 
common table names: 

 

• user 
• users 
• member 
• members 
• access 
• admin 
• login 

 

Due to boolean check is only requiring true or false a.k.a 1 or 0 as answers SELECT 1 
query will return as true on second part of OR condition and will result showing similar 
answer like OR 1=1 injection. 

 

For example, there is no user table: 

TotallyRandom’ OR 1=1# 

TotallyRandom’ OR (SELECT 1 FROM TABLE)# 
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Meanwhile after some requests admin table is confirmed: 

 

 

 Now we can also locate potential columns with following query: 

 

 This will cause similar, when column exists with valid data, subquery will return 1 and 
causing true on OR condition, we will use following potential columns: 

• user 
• username 
• login 
• pass 
• password 

TotallyRandom’ OR (SELECT 1 FROM admin where LENGTH(COLUMN)>0)# 
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Again, there is no column as user: 

 

 

 Meanwhile there is username and password respectively: 

 

 

 

 Since we located most crucial columns needed, we do not need to look for others. 
We will try to locate number of entries on that table with following query: 
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 Since we are already sure about there is an entry on the table because of data 
returned on column fetching, we will try to see if there is more than 1 user on the table. 

 

 

 It turns out to be there is only 1 user on the table which makes our job much easier. 
Now we will be firstly getting length amount of each column respectively, by using following 
query: 

 

 Once our OR condition returns true, we can be sure about that our target is having 
Nth number of characters. 

 

As we can see length for username is not 4 characters. 

TotallyRandom’ OR (SELECT count(username) from admin)>1# 

TotallyRandom’ OR (select LENGTH(column) from admin)=NTH# 
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However, it’s equal to 5 characters. 

 

 

 By simplying doing same we find out that password is 17 char long. 
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 As we can see we find out lengths for both username and password columns 
respectively, since we are doing second order boolean based blind SQL injection attack, we 
must use following sample for finding exact values for both columns. 

 

 As we can see we used built-in md5, char and substring functions of MySQL, reason 
we are doing it for being sure to catch exact value for data, since it might be case sensitive. 

  

Considering we must find 22 characters, doing above example manually like previous 
ones will take so much time so we must write our own automation tool for it. 

  

A simple bash script like this does wonders: 

 

 

  

Since we do not need submitting answers all the time but updated our name for 
session to execute second order SQL injection, we can just directly access /score endpoint 
right after updating our name. Syntax for executing sample bash script would be like: 

 

After some time, we find out username: 

 

TotallyRandom'+or+(select+1+from+admin+where+MD5(SUBSTRING(column,position,1))=MD5
(CHAR(Nth)))# 

./script.sh <column> <length> <session> 
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Now it’s time to find value for password: 

 

 

 We will use following credentials on /admin endpoint. 

 

 

 Due to second order SQL injection on /evil-quiz/score endpoint, malicious actor can 
run arbitrary queries on DBMS and can steal sensitive information, such as user credentials or 
alter database contents which would affect applications workflow. 

 

 A SQL injection attack consists of insertion or “injection” of a SQL query via the input 
data from the client to the application. A successful SQL injection exploit can read sensitive 
data from the database, modify database data (Insert/Update/Delete), execute 
administration operations on the database (such as shutdown the DBMS), recover the 
content of a given file present on the DBMS file system and in some cases issue commands 
to the operating system. SQL injection attacks are a type of injection attack, in which SQL 
commands are injected into data-plane input in order to affect the execution of predefined 
SQL commands. 

 

 SQL query on /evil-quiz/score endpoint which is querying quiz contestants name on 
the database is vulnerable to SQL injection, while /evil-quiz/score endpoint is not directly 
receiving any user supplied parameter via request, it’s processing user input received on 
initial session creation at /evil-quiz/ endpoint, which is leading to second order SQL 
injection vulnerability. 
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Signup Manager 
When we visit Signup Manager app on our browser, it had following contents: 

 

 

 

 On engagement, application looks very simply which is letting visitors to signup and 
created their accounts. While inspecting active DOM content there was interesting 
comment: 

 

 

 

 Which was mentioning See README.md for assistance, which appears to be 
comment left out by developer of the application. README.md file had following contents 
on it: 
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 It was mentioning default credentials are admin:password and mentioning users.txt 
is where user credentials stored, as well as signupmanager.zip is being archive name of the 
application, and mentioning adding Y char as last character on users.txt grants admin access 
to the users. 

 

 When logged in with admin:password credentials, it was actually user account: 

 

 So that credentials are not what should we look for, when checked users.txt that file 
is not there either. 

 

 

 

 Only information left is signupmanager.zip file and when we checked its existence, it 
was actually there. 
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 After downloading archive file, we unzipped it to see what kind of contents was 
there. 

 

 

 

 It appears to be valid source of the application and admin.php was looking 
interesting, viewed code is in place. 

 

 

 

 As we can see from the source code, direct access to admin.php file is prevented. 
Let’s check index.php as well. 
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 It looks like index.php is handling all requests as well as loading admin.php 
signup.php and user.php files. Function named addUser is responsible for adding new user 
to the users.txt, further checking points out that all legit users added as normal user as 
expected. 
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 Application is having some sanitize checks for signup process as well: 

 

  

At first glance, all is looking like perfect, until noticing is_numeric and strlen checks 
for age parameter. 

 

Application was trusting user supplied data then passing it with using intval function. 
Since users can only send age parameter with 3-digit numbers, developer thought having 
strlen control but not on boundary for potential higher values, application was directly 
processing user suppied data. 

 

When user sends scientific notation e inside of the value, they sent such as “1e3” 
which is equal to 1000, they could bypass strlen check and would result on padding on 
application corrupted, if user send Y char their last char for lastname and send their age with 
any value using scientific notation e they can gain admin access.  
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Scientific notation is another way to write a number. In scientific notation, the letter 
E is used to mean "10 to the power of." For example, 1.314E+1  means  1.314 * 101  which is 
13.14. Let’s convert this theory to the actual reality. 

 

First of all, inspect age input using developer tools and modify value for very first one 
to 1e3 

 

 

 

Now move back to form and fill it like example in screenshot, you can just fill last 
name with full of Y’s, because of the str_pad function we do not need to send firstname with 
more than 3 characters. 

 

 

 

 Once we send our request, application redirected us to admin area. 
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 We combined following vulnerabilities to gain admin rights: 

 

• Source code exposure due to leaving archive file 
• Improper input validation on age parameter 

 

Ideally, on blackbox testing such exploitation is least possible, because without 
source code in hands of attacker guessing such way to handle users on system is unlikely.  

 

Developers should refrain leaving backups of source codes on servers and public 
repositories. 
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Grinch Recon 
When we visit Grinch Recon app on our browser, it had following contents: 

 

 

 

 On initial contact, application looks like having login on /attack-box endpoint, 
mentioning development of API as well as having some albums with some photos on them.  

  

 Let’s check if there are some hidden endpoints before going further on how 
application works, we will be using following ffuf syntax: 

 

 

 

 

 Interestingly there is API endpoint, which actually mentioned on index page about 
ongoing development, let’s visit it. 

ffuf -u https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/FUZZ -w [PATH]common.txt 

https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/FUZZ
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As we can see there are some explanation about what status code responses mean 
for API and it also mentioned we can find endpoints. We will be using following ffuf syntax: 

 

 

 

 

 It looks like almost all API endpoints throwing 401 error, let’s filter if there are some 
endpoints which is not responding with 401 error, we will be using following ffuf syntax: 

 

ffuf -u https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/api/FUZZ -w [PATH]common.txt 

 

ffuf -u https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/api/FUZZ -w [PATH]common.txt 
-fc 401 

 

https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/api/FUZZ
https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/api/FUZZ
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 So, there is no endpoint returned, now let’s check what is actual response when 
visiting one of the endpoints returned 401 error. 

 

 

 

 

 Application is having some IP address control for checking accessing to the API 
endpoints like mentioned on initial documentation. We will try that if we can bypass it with 
using X-Forwarded-For header, which is a common method for identifying the originating IP 
address of a client connecting to a web server through an HTTP proxy or load balancer. 

 

 

 

 So far, we have only limited information regarding how API works and how to access 
hidden endpoints, let’s engage with albums endpoint, which was using hash parameter to 
filter albums, interestingly value on hash was some random string. 
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 Since it was some random string, there might some input validation error, let’s check 
adding some extra characters first. 

 

 

 

 

 It looks like when we added a as extra, application gave 404 not found, now let’s try 
adding ‘--+a to see if we are able to manipulate potential SQL query, since we do not know 
DBMS, we will use commenting with --+a which works on all DBMS’. 

 

 

 

 It appears that there is some potential SQL query and we are able to manipulate it, 
let’s confirm it with using ‘ and 1=1--+a for injection string. 
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 Application accepted our input again now for confirming SQL injection is in place let’s 
change injection string to ‘ and 1=2--+a and see what happens. 

 

 

 

 So, there is indeed an SQL injection is in place, since 1 is not equal to 2 DBMS 
returned no results, so application is showing 404 error. 

 

 Now we can use sqlmap [6] to see if we can exploit the target application, since all 
we want to see database schema and potential user table, we will be using following syntax 
for sqlmap. 

 

 

  

So sqlmap confirmed issue is exploitable by it and it will now show us schema of the 
target applications database. 

 

sqlmap -u https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/album?hash=59grop --dbs --
tables 
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 Unfortunately, there is only album and photo tables is in present. Let’s dump their 
contents with following syntax for sqlmap: 

 

 

 

 It appears to be no hidden album is in present, let’s dump photo table as well. 

 

sqlmap -u https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/album?hash=59grop -D 
<database> -T <table> --dump 

https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/album?hash=59grop
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 So, we couldn’t locate any hidden entry on database. It means we must continue 
examining app first. So, let’s view active DOM content of the any album. 

 

 

 

 It looks like application is loading images with picture endpoint, on the data 
parameter there is some base64 encoded value. Let’s decode it. 
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 Encoded value on data parameter looks like is json data and it was having image and 
auth parameters. Let’s try to visit image link directly. 

 

 

 

 Application prevented us to view it and throw error mentioning Image cannot be 
viewed directly that means, either application reading from file system and serving it under 
picture endpoint or connecting to some server and doing request. Since auth parameter is in 
present, it looks like second option is the case. So, we will modify json data and try to access 
api endpoint. 

 

 

 

 It looks like we were right, but application returned invalid authentication hash 
error. So, we will try to analyze applications workflow by visiting albums again. We already 
located SQL injection on hash parameter, let’s try some injection query like this -1’ UNION 
SELECT 1,1,1%23 since we already find out that application is using MySQL as DBMS and 
sqlmap already mentioned similar payload, let’s see what happens. 
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 It looks like application read from first album even though we did not give correct 
hash to it and instead of album title, it shows 1, which is third column on album table 
respectively for sqlmap dump, we got earlier. 

 

 That means there is already second query processing and after getting results from 
that query application is generating links for images with their path, we are maybe able to 
do some inception and generate string with another injection query on actual request. Our 
payload will be looking like this: 

 

 

 It appears that application has another variant of second order sql injection attack 
more likely sql inception attack. We might be able to force application to generate valid 
authentication hashes for any path with this attack. We will try following payload: 

-1’ UNION SELECT “1’ OR 1=’1”,1,1%23 
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 Our payload worked and application generated some link, let’s decode base64 value 
of data parameter. 

 

 

 

 As we can see application generated valid hash for api endpoint, let’s check what 
happens when we do request on that link. 

 

 

 

 So, application didn’t give invalid authentication hash error, but invalid content type 
detected that means, application was able to send request but content type is not matching 
with what application looking for, we can now try to make our own fuzzer finding hidden 
endpoints under api. 

-1’ UNION SELECT “-1’ UNION SELECT 1,1,’../api/’%23”,1,1%23 



 59 

 Our code will be looking like this: 

 

 

 

 We will exclude responses with 404 error, since documentation mentioned when 
endpoint is invalid, api will respond with it, then will be using our fuzzer with following 
syntax: 

  

 

 

 

 It looks like there are user and ping endpoints under api, let’s see if any of them 
parameter associated, as stated on documentation when invalid POST/GET variable send 
application throws 400 error code. Since our script is very versatile, we can use following 
syntax: 

 

 

 

 

 It appears that there is no parameter associated with ping endpoint but user, we can 
use following syntax to catch valid parameters: 

 

cat [PATH]common.txt | xargs -n1 -P10 ./script.sh 

./script.sh <endpoint>?param=1 

cat [PATH]burp-parameter-names.txt | awk {'print "user?"$1"=1"'} | xargs -n1 -P10 ./script.sh | 
grep -v "Received: 400" 
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 So, we were able to find two hidden parameters for user endpoint which are 
username and password. They responded with 204 code which means no data returned, 
although when no query string parameter send with http request api returned data. 

 

 It means there must be a way to look for matching data on api let’s try to send some 
wildcard as value, we will try * and % to see if api returns invalid content type detected 
error. 

 

 

 API responded with 204 status code for * but for %25 which is url encoded value for 
% it responded with invalid content type detected. That means we may be able to fetch 
data from api with it. 

 

 We will be using lower case alphanumeric characters (a-z0-9) for querying data from 
API with following syntax for our script. 

 

 

 

 It looks like there is a username starts with g then we will continue by adding each 
string find out to our syntax. 

 

cat alphanum.txt | awk {'print "user?username="$1"%25"'} | xargs -n1 -P10 ./script.sh | grep -v 
"Received: 204" 
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 We find out that username is grinchadmin and now we must verify if we are able to 
query password as well with following syntax: 

 

 

 

 It looks like we are also able to query password as well when we send % like 
username enumerating api returned with invalid content type detected meanwhile when 
we directly used 1 as value application returned 204 status code which means no data 
returned. 

 

 Again, with using our script with following syntax we will try to find out password for 
user grinchadmin: 

 

 

 

 We were able to find password of the grinchadmin user as well which is s4nt4sucks. 
Now let’s move to /attack-box endpoint and try this credential. 

 

./script.sh user?username=grinchadmin%26password=%25 

 

cat alphanum.txt | awk {'print "user?username=grinchadmin%26password="$1"%25"'} | xargs -
n1 -P10 ./script.sh | grep -v "Received: 204" 
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 We were successfully able to login to the attack box which looks like another 
application of the system. 

 

 We combined following vulnerabilities to gain access to the admin panel of the 
application: 

 

• Double SQL Injection (SQL inception) vulnerability which leads attacker to 
generate valid authentication tokens for any path. 

• Server-Side Request Forgery to bypass IP address control and access internal 
api endpoints. 

• Account enumeration vulnerability on API to gain user credentials 

 

In a Server-Side Request Forgery (SSRF) attack, the attacker can abuse functionality 
on the server to read or update internal resources. The attacker can supply or modify a URL 
which the code running on the server will read or submit data to, and by carefully selecting 
the URLs, the attacker may be able to read server configuration such as AWS metadata, 
connect to internal services like http enabled databases or perform post requests towards 
internal services which are not intended to be exposed. 

 

User enumeration is when a malicious actor can use brute-force techniques to either 
guess or confirm valid users in a system. User enumeration is often a web application 
vulnerability, though it can also be found in any system that requires user authentication 
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Attack Box 
When we visit Attack Box app on our browser, it had following contents: 

 

 
 
It looks like application is having only one visible function which is used with pressing 

Attack buttons on available options. 

 

Let’s see what happens when user attacks one of the targets. 

 

 

 

When user presses button client sends following request to the server: 
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 It appears to be that payload parameter is having base64 encoded value, let’s check 
what’s stored in it by decoding it. 

 

 

 When we decode it, there is target and hash parameters in the json data. Let’s try to 
change value for target and see how application responds. 

 

 

 

 Application returned invalid protection hash as error, let’s try if there is some input 
validation error is in present for target as well. 

 

 

 Application responded with Invalid characters detected in the target which means 
there are allowed characters only, let’s try alphanumeric characters, we already know that . 
and numbers are accepted characters though. 
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 Alphanumeric string is also accepted, that means we can basically use whatever 
characters are accepted in domains as well which enables use of – (dash) character as well. 

 

 Since we know there is a protection hash is in place, let’s compare md5 value for 
203.0.113.33 to see if it’s matching with the value we find out. 

 

 

 So, application must be having some kind of salt is in present. We can use hashcat [7] 
(https://github.com/hashcat/hashcat/) for trying to find it by bruteforce. We will be using 
rockyou.txt from SecLists for it. 

 

 Let’s store our hash from the decoded payload in some text file like following: 

 

 Now we will use following syntax with hashcat for bruteforcing the salt. 

 

5f2940d65ca4140cc18d0878bc398955:203.0.113.33 

hashcat -m 10 [PATH]hash.txt [PATH]rockyou.txt 

https://github.com/hashcat/hashcat/
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 It looks like there was a salt involved with hashing which is mrgrinch463. Now we will 
try to create our payload. 

 

 

 It looks like we were able to generate valid payload for 127.0.0.1 let’s visit location 
we redirected on our browser. 
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 It appears that application is having some validation for preventing launching attacks 
on local network. We can use rnbndr [8] (https://lock.cmpxchg8b.com/rebinder.html) dns 
redirect service for checking if we can bypass applications protection with DNS Rebinding. 

 

 

 

We will be using 7f000001.01010101.rbndr.us as target for the payload and let’s 
launch attack with it. 

 

 

 Our payload was successful, let’s visit launched attacks page. 

 

 

 

 It looks like this time our DNS rebinding was successful and application launched 
attack on 127.0.0.1 after spinning, as we can see initial resolve for host was 1.1.1.1. 

 

DNS rebinding is a method of manipulating resolution of domain names that is 
commonly used as a form of computer attack. In this attack, a malicious web page causes 
visitor to run a client-side script that attacks machines elsewhere on the network. In theory, 
the same-origin policy prevents this from happening client-side scripts are only allowed to 
access content on the same host that served the script. Comparing domain names is an 

https://lock.cmpxchg8b.com/rebinder.html
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essential part of enforcing this policy, so DNS rebinding circumvents this protection by 
abusing the Domain Name System (DNS). 

 

 

 

 We used following vulnerabilities to succeed on malicious actor to attack their own 
server: 

• Insufficient Cryptography, which allowed attackers to bruteforce hashed 
values and find out salt used for hashing. 

• DNS rebinding, for manipulating traffic of the application and bypass built-in 
protection. 
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Final thoughts 
 

 This CTF was very well done, it is difficulty was increasing each day. Very early stages 
were beginner friendly meanwhile challenges like Evil Quiz and Grinch Recon was very 
interesting. I wish there were some challenges involved with Cross Site Scripting or Remote 
Code Execution as well but bringing different scenarios like Second-order SQL Injection was 
very nice to complete. 

 

 I believe many people including myself learnt some new tricks as well. Once again, I 
would like to thank our CTF master Adam Langley (@adamtlangley) and HackerOne for such 
nice event.  

 

 I hope my write up would be helpful for starters as well, my main idea was making 
some book like experience which explain each application/challenge and meanwhile keeping 
it beginner friendly. 
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